NMPUKA3
11 beBpansa 2013 r. N 17

OB YTBEPXXOEHUU TPEEOBAHWUNA O 3ALUMTE UHOOPMALMU, HE COCTABIAIOLWEN TOCYOAPCTBEHHYIO TAUHY, COOEPXALLEUCSA B
roCYadAPCTBEHHbIX UH®POPMALIMOHHbIX CUCTEMAX

Cnncok n3ameHsLWmMx OOKYMEHTOB

(B pea. MNMpukaza PCTIK Poccun ot 15.02.2017 N 27)

B cootBeTcTBMM € YacTblo 5 ctatbn 16 PenepansHoro 3akoHa ot 27 nonga 2006 r. N 149-3 "O6 nHdopmaumm, HPOPMaLNOHHBLIX TEXHOMOIMSAX U O 3aLimTe
nHcpopmauun" (CobpaHne 3akoHogatenbctBa Poccunckon denepaumm, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15, cT. 2038; N 30, cT. 4600;
2012, N 31, cT.4328) un lMonoxeHnem o depepanbHon crnyxkbe MO TEXHUYECKOMY M SKCMOPTHOMY KOHTPOMH, YTBEPXAEHHbIM YkaszoM [lpesugeHTa
Poccuickon ®enepauum ot 16 asrycta 2004 r. N 1085 (CobpaHune 3akoHopaTtensctBa Poccuiickon ®epepaummn, 2004, N 34, cT. 3541; 2006, N 49, c1. 5192;
2008, N 43, cT. 4921; N 47, cT1. 5431; 2012, N 7, cT. 818), MPUKA3bIBAIO:

1. YTBepauTb npunaraemble TpeboBaHUA O 3alimTe MHGOPMALMK, HE COCTaBMSIOLIEN TFOCYyAAPCTBEHHYIO TalHy, COOEpXalleNcs B rocydapCTBEHHbIX
MHOPMALMOHHBIX CUCTEMAX.

2. YCTaHOBWUTb, YTO yKaldaHHble B MyHKTe 1 HacTosilero npukasa TpeboBaHWS MPUMEHATCS ANS 3aWuTbl MHOPMaUUM B TFOCYAApPCTBEHHbIX
MHOPMaLMOHHBIX cuctemax ¢ 1 ceHTsabps 2013 r.

Lupektop
depnepanbHON Criy0bl MO TEXHNYECKOMY
N 3KCMOPTHOMY KOHTPOIO

B.CEJINH

YTBEP>XOEHbI
npukaszom CTIK Poccumn
ot 11 cpeBpana 2013 . N 17



TPEBOBAHUA

O 3ALWMTE UHOOPMALMWU, HE COCTABJIAIOLWEN FOCYOAPCTBEHHYO TAMHY, COOEPXALLEUCS B FOCYOAPCTBEHHbIX
MHPOPMALIMOHHbIX CUCTEMAX

(B pegakumm npukasza PCTIK Poccum ot 15 heBpana 2017 r. N 27)

|. ObLwme nonoxeHus

1. Hactoswme TpeboBaHus paspaboTaHbl B cooTBeTCTBUN ¢ PenepanbHbiM 3akoHOM OT 27 utons 2006 r. N 149-d3 «O6 nHdopmaumm, MHPOPpMaLMOHHbIX
TEXHOMNOMMSX 1 O 3awmTe nHgpopmaumm» (CobpaHue 3akoHogaTenbcTBa Poccuiickon ®epepauun, 2006, N 31, c1. 3448; 2010, N 31, cT. 4196; 2011, N 15,
cT. 2038; N 30, cT1. 4600; 2012, N 31, cT. 4328), a Takke C y4ETOM HauMoHarnbHbIX CTaHAapToB Poccunckon denepaumm B 06nacty 3awwmtbl MHpopMaLmm 1
B 06r1acTi co3gaHnst aBTOMaTU3NPOBaAHHbLIX CUCTEM (Oanee - HauMoHanbHble CTaHAapThbI).

2. B pokymeHTe ycTaHaBnuBawTCa TpeboBaHUA K oObecnevyeHuto 3awmTbl MHGAOPMaUMM  OrpaHMYEHHOrO [[OCTyna, He COoAepallen CBeaeHus,
COCTaBNALME TOCYAAPCTBEHHYO TalHy (danee - UHgopmMaLums), OT YyTEYKM MO TEXHUYECKUM KaHamnam, HEeCaHKLMOHWPOBAHHOIO AOCTYna, crneuvarnbHbIX
BO3AENCTBUIA Ha Takyto MHopMaumio (HOCUTENU MHopMaumm) B Lensx ee OoOblBaHWs, YHUUTOXEHUS, UCKaXKEHUS UM GNOKMPOBaHUS 4OCTyna K Hel
(banee - 3awmTa MHopmaummn) npn obpaboTke ykazaHHOW MHGOPMALIMK B FOCYAapPCTBEHHbBIX MHAOPMALMOHHBIX CUCTEMAX.

HacTtosiume TpeboBaHUA MOryT NPUMEHATbLCA ONA 3awuTbl 00LWeaoCTYNMHON WHopMauun, coaepXalleca B rocygapCTBEHHbIX MHEOPMAaLMOHHbBIX
cucTeMax, ansa OOCTUXKEHUS Lenen, ykasaHHbIX B MyHKTax 1 n 3 yactu 1 ctaten 16 ®enepanbHoro 3akoHa ot 27 uionsa 2006 r. N 149-03 «O6 nHdbopmauun,

MHAOPMALMOHHBLIX TEXHOMNOMNSAX 1 O 3alumTe nHdopmaymn”.

B nokymeHTe He paccmaTtpuBatoTca TpeboBaHMs O 3alumTe MHOPMaLMK, CBA3aHHbIE C NPUMEHEHNEM KpUNTOrpadnyecknx METOLOB 3aLLMTbl MHCOP MaLmmn
N WndppoBanbHbIX (KpunTorpadnyecknx) CPeacTB 3almTbl MHGOOPMaLMN.

3. Hactoswue TpeboBaHua aBnATCS obsi3aTenbHbIMM - Npyu  00paboTke WHGOpPMaLUMM B TrOCYAApPCTBEHHbIX UMHAOPMALMOHHbIX CUCTEMAX,
PYHKUMOHMPYOLWNX Ha Tepputopun Poccuiickon Pegepaumm, a Takke B MyHMUMAANbHbIX MHOPMAUWNOHHBIX CUCTEMAax, €CriM MHOe He YCTaHOBMEHO
3akoHodaTenbCcTBOM Poccuinckon ®egepaumm 0 MECTHOM CaMOYNpaBrieHUN.

HacTosilume TpeboBaHMsA He pacnpOCTPaHATCS Ha rocygapCTBEHHbIE MHAOPMAaLMOHHbIE cucTeMbl AOMUHUCTPaumm MNpesnaeHTa Poccuiickon Pepgepaumn,
Coseta besonacHoctn Poccunckon Pepepaumn, PepepanbHoro Cobpanums Poccuiickon Pepepauun, [NpaBuTtensctBa Poccuiickon ®Peaepaumu,
KoHctutyumoHHoro Cypa Poccuiickon ®epepaumn, BepxoBHoro Cyga Poccunckon ®epepaummn n PegepanbHon cnyxbbl 6e3onacHocTn Poccuiickon
depepaumn.



4. Hacrtosiwme TpeboBaHus npegHasHaveHbl Ansi obnagartenen nHOpMaLuUW, 3akasvyuKoB, 3aKIMOYMBLUMX FOCYAApPCTBEHHbIN KOHTPAaKT Ha co3faHue
rocyaapCTBeHHOM MHOPMAaLMOHHON CUCTEMBI (faree - 3aKa3ynkn) 1 onepaTopoB rocyaapCTBEHHbIX MHOPMALMOHHBLIX CUCTEM (aanee - onepaTtopbl).

Nuuo, obpabGaTbiBatollee WHGOPMaLMIO, SBMSAIOLLYIOCA FOCYAapCTBEHHLIM MH(OPMAaLMOHHLIM PECYPCOM, MO nopydeHuio obragatens uHdgopmaumm
(3aka3umka) unm onepartopa W (UnM) NPeOoCTaBMsAOLEE MM BblMUCIUTENbHBIE PECcypcbl (MOLWHOCTM) Ans o6paboTku MHopMauuM Ha OCHOBaHUU
3aK/OYEHHOrO [oroBopa (ganee - yrnonHOMOYEHHOe nuuo), obecneumBaeT 3awWwmUTy MHOPMaLUMM B COOTBETCTBMM C 3akoHoAAaTeNbCTBOM Poccuiickon
depnepauny 06 MHopMauunM, MHPOPMALMOHHBIX TEXHOMOMMSX M O 3awWwmTe MHGOopMauun. B goroBope AorkHa ObiTb NpedycMoTpeHa 06Si3aHHOCTb
YNONIHOMOYEHHOTO Nuua obecrneumBaTtb 3alWUTy MHMOPMaUWK, SABNAIOLENCAa rocyaapCTBEHHbIM MHAOPMAaLMOHHBIM PECYPCOM, B COOTBETCTBUM C
HacTosLWmMMN TpeGoBaHNAMMU.

5.Mpu o6paboTke B rocyaapCTBEHHON WH(OPMALMOHHOM CUCTEME MHGOPMaLMK, codepXallen nepcoHanbHble AaHHble, HacToswme TpeboBaHus
NPUMEHSAITCA Hapsgy ¢ TpeboBaHMAMM K 3alimMTe NepcoHarnbHbIX OaHHLIX MPU UX 0OpaboTke B MHM(OPMALMOHHBLIX CUCTEMAX NEpPCOHanbHbIX AaHHbIX,
YTBEPXKOEHHBIX NOCTaHOBMNEHNEM lMpaBuTenbcTBa Poccuinckon depepaumm
oT 1 Hosa6ps1 2012 r. N 1119 (CobpaHune 3akoHopaTenbcTBa Poccuiickon ®enepaumu, 2012, N 45, cT. 6257).

6. Mo peweHnto obnagatena WHgoOpMauMmM (3akazumka) WM onepatopa HacToswme TpeboBaHUs MOryT MPUMEHSTLCA ANs 3aWwuTbl MHGOPMaLUN,
cofepallerncsa B HerocyaapCTBeHHbIX MHPOPMaLUMOHHbIX CUCTEMAX.

7. 3awmTa nHopmMaLmm, COAepKaLLencss B rocygapCTBEHHON MHAOPMALIMOHHOM cucteme (ganee - MHopMaLMoHHasa cuctema), obecrnevmBaeTcs nytem
BbINOSIHEHMSA ObnagaTtenem uHgopMaumm (3aka3vymkom) u (Mnm) onepaTtopom TpeboBaHW K opraHu3aumy 3awmTbl MHGOpMauUuMn, copepKallencs B
NMHPOPMaLMOHHON cucTemMe, 1 TPeBOBaHUIM K Mepam 3aLLmTbl MHPOPMAaLIMK, COAEPXKALLENCS B MHOPMALIMOHHOW CUCTEME.

Il. TpeboBaHMs Kk opraHn3aumn 3almTbl MHOPMaLUWK, coaepKallienica B MHGPOPMaLMOHHON cucteme

8. B nHdopmaumnoHHom cucteme obbeKkTaMm 3almThl ABASIOTCA MHGOPMaLWS, COAepKaLlascs B MHPOPMAaLMOHHON CUCTEME, TEXHNYECKNE CPpeacTBa (B TOM
yucre cpeacTea BbIYMCIUTENBHOM TEXHUKN, MaLUWMHHbIE HOCUTENW MHAdOPMaLMK, CPEACTBa U CUCTEMbI CBSI3U U Nepeaadn AaHHbIX, TEXHUYECKMe cpeacTea
06paboTkn ByKBEHHO-LM(POBON, rpacmyeckor, BMOEO- U peyveBOn MHdopMaumm), O0OLLIECMCTEMHOE, MPUKIAQHOE, CrneumanbHOe MporpaMmHoe
obecneyeHne, MHOOPMaLMOHHbIE TEXHOMOMK, a Takke cpeacTsa 3allnTbl MHGOopMaLK.

9. [ina obecneyeHns 3aWwmTbl MHOPMAaLMK, COAEPKALLENCS B MHAOPMALIMOHHONW cCUCTEME, ONepaTopoM HasHa4yaeTCcs CTPYKTYpHOe noapasfaeneHne unm
OOJIMKHOCTHOE NLo (paboTHUK), OTBETCTBEHHbLIE 3a 3aLUUTY MHGOPMaLUN.

10. Ons npoBedeHusi paboT Mo 3awmte MHGoOpMauMm B Xo4e CO3OaHWsa WM JKCnyatauuum MHAOPMALMOHHOM cucTembl obnagartenemMm wMHdopmaumum
(3akasumkoM) 1 onepaTtopom B COOTBETCTBUM C 3akoHoAaTeNnbCTBOM Poccunckon ®egepaumm npyu HeobXxoaMMOoCTy NPUBEKAIOTCA opraHM3aunm, NMetoLme
NNUEH3NI0 Ha AeATEeNbHOCTb MO TEXHUYECKOW 3alumnTe KOHUAeHLManeHoNn nHdopmauumn B cootBeTcTBun ¢ PegepanbHbiM 3akoHoM OT 4 masa 2011 r. N 99-
@3 «O nuueH3npoBaHnM OTAENbHbIX BUAOB AeaTensHocTny (CobpaHue 3akoHogaTenscTBa Poccuiickon Pepepaumm, 2011, N 19, c1. 2716; N 30, cT. 4590;
N 43, cT. 5971; N 48, cT. 6728; 2012, N 26, cT. 3446; N 31, cT. 4322; 2013, N 9, cT. 874).



11. Ina obecneyveHnst 3awnTbl MHAOPMaLWK, cogepallencsa B MHOPMALMOHHON cUCTEME, MPUMEHSIIOTCA CPEeACTBa 3awuThl MHopMaumy, npolieaime
OLIEHKY COOTBETCTBMSA B (hopme obs3aTenbHom cepTudpmkaLmm Ha cooTeeTcTBre TpeboBaHMAM no 6e3onacHOCT! HGOPMaLUM B COOTBETCTBUM CO CTaTbeN
5 ®epnepanbHoro 3akoHa ot 27 gekabpsa 2002 r. N 184-d3 «O TexHuyeckom perynupoBaHum» (CobpaHue 3akoHopaTenbctBa Poccunckon denepauun,
2002, N 52, ct.5140; 2007, N 19, ct1. 2293; N 49, c1. 6070; 2008, N 30, cT. 3616; 2009, N 29, cT. 3626; N 48, cr.5711; 2010, N 1, cT1. 6; 2011, N 30,
cT. 4603; N 49, cT. 7025; N 50, cT. 7351; 2012, N 31, cT. 4322; 2012, N 50, cT. 6959).

12. 3awmTa wuHpopMauumn, cogepxawencs B WMHMOPMALUOHHON CUCTEME, SABMSIETCA COCTABHOW YacTbio paboT MO CO34aHuio M IKcnnyataumm
MHPOPMaLMOHHON CUCTEMbI U 0BecnednBaeTCcs Ha BCex cTaamsax (dTanax) ee co3aaHusl, B Xo4e 3KChnyataunun 1 BblIBOAA U3 AKCNyaTaumm nyTem NpUHATUA
OPraHM3auMOHHbIX U TEXHUYECKUX Mep 3almuTbl MHAOPMALIMK, HanpaBrneHHbIX Ha OrokupoBaHue (HemTpanusaumio) yrpo3 6e3onacHoOCTM nMHdopmauum B
WH(POPMALMOHHON CUCTEME, B paMKax CUCTEMbI (MOACUCTEMBI) 3aLUTbl MHOPMALIMM MHADOPMALIMOHHOM CUCTEMBI (Janee - cuctema 3amnTbl MHopMaLmm
WHPOPMALMOHHON CUCTEMBI).

OpFaHI/I3aLI,I/IOHHbIe N TeEXHU4YEeCKMne Mepbl 3allThbl I/IH(*)OpMaLI,MM, peann3yemble B paMkKax CUCTEMbI 3alLUUTbI MHCbOpMaLI,I/II/I I/IHC*)OpMaLI,I/IOHHOIZ CUCTEMbI, B
3aBNCUMOCTU OT I/IHCbOpMaLI,MI/I, co,u,epmau_l,eﬂc;l B I/IH(bOpMaLI,I/IOHHOI‘/'I cucteme, Lenen cosgaHus I/IHC*)OpMaLI,I/IOHHOI;I CuUctemMmbl N 3adad, pelaemMbiX aToM
MH(*)OpMaLLMOHHOVI CUCTEMOMW, AOMMKHbI ObITb HarnpaslieHbl Ha UCKITKOYEHUE!

HenpaBOMEpPHbIX JOCTYNa, KONMMPOBaHUSA, NPeOCTaBNEeHUS UM pacnpocTpaHeHns nHopMauumn (obecnevenne KoHPUOEHUMANbHOCTN NHGOPMaLnKn);
HEMPaBOMEPHbIX YHUHYTOXEHUS NN MOANMLMPOBaHNS MHAopMaLmMKn (obecneveHne LenocTHOCTU MHdopmaLnmn);

HenpaBOMepPHOro 6roknpoBaHnst MHpopMaumm (obecrnedeHne AOCTYNHOCTM UHpopMaLmn).

13. [Ins ob6ecneyeHns 3alumTbl MHGOOPMaLUM, COAEPKALLENCS B MHPOPMALIMOHHOM CUCTEME, MPOBOAATCA Criefytolmne MeponpusaTus:

dopmmpoBaHue TpeboBaHUI K 3aLUmMTe MHGOPMAaLMK, CoaepKallencs B MHAOOPMaLMOHHOW CUCTEME;

paspaboTka cucTeMbl 3alnTbl MHDOPMaLMM MHPOPMAaLMOHHOW CUCTEMBI;

BHeOpEHME CUCTEMbI 3aLLMThl MHopMaunm NHHOPMaLMOHHOW CUCTEMBI;

aTTectaumsa MHPOPMaLMOHHON CUCTEMbI MO TpeboBaHMAM 3alLmMTbl MHGOPMaUMK (ganee - aTTectaums MHPOPMaLMOHHON CUCTEMbI) U BBOA €€ B AENCTBUE;
obecneyeHne 3awmTbl MHGPOPMaLUN B XOA4E SKCNIyaTaumMm aTTeCTOBAHHON MHPOPMaLMOHHON CUCTEMbI;

obecneyeHve 3awWmnTbl MHGMOPMaALUUM NpPU BbIBOAE W3 3KCMMyaTauuy aTTeCTOBAHHOW WH(OPMALMOHHOM CUCTEMbl WM MOCRe MPUHATUSE pelleHus o6
OKOH4YaHUKM 06paboTkM MHOPMAaLIMMN.

dopmupoBaHne TpeboBaHWU K 3alLmTe MHopMauuK, cogepXxallencsa B UHpOpMaLMOHHON cucTeMe



14. ®opmupoBaHne TpeboBaHUI K 3awmute UHOPMaLMK, coaepxallencs B MHAOPMALMOHHON cUCTeMe, OCyLLecTBnsieTcss obnagatenem MHgopmaumm
(3akasunkom).

dopmunpoBaHue TpeboBaHMI K 3alumMTe MHGOPMaL MK, CoaepXaLlenca B MHopMaumMoHHon cucteme, ocylectenseTca ¢ ydetom FOCT P 51583 «3awuta
nHpopmauuu. NMopsaaok co3naHnst aBTOMaTU3NPOBaHHBIX CUCTEM B 3aliuLLeHHOM ucnonHeHun. O6wme nonoxeHusay (ganee - FOCT P 51583) u FOCT P
51624 «3awmTta nHpopmarmm. ABToMaTU3NpOBaHHbIE CUCTEMbI B 3aLUMLLIEHHOM UcnonHeHun. O6wme TpebosaHua» (nanee - TOCT P 51624) n B Tom uucne
BKIOYaET:

NPUHATUE peLlueHna o HeobXxo4MMOCTU 3aLLNTbI MH(bOpMaLlI/II/I, conep»(al_u,eﬁc;l B VIH(*)OpMaLI,I/IOHHOIZ CUCTEME;
KJ'IaCCI/Iq.)I/IKaLI,I/I}O I/IHCbOpMaLI,MOHHOIZ CUCTEMbI Mo Tpe6OBaHI/I$|M 3awnTbl I/IH(*)OpMaLI,I/II/I (/J,anee - KJ'IaCCI/I('*)I/IKaLI,I/IFI I/IH(*)OpMSLI,MOHHOI;I CI/ICTeMbI);

onpeneneHne yrpo3 6esonacHoCTV MHopMauun, peanusaumns KOTOpbIX MOXET NMPUBECTU K HapyLleHuo 6e3onacHoCcTy Hdopmauum B MHAOPMaLMO HHOM
cucteme, 1 paspaboTky Ha X OCHOBe MoZenu yrpo3 6e3onacHoOCTU MHGopMaLmy;

onpeneneHne TpeboBaHWin K cUcTeMe 3alnTbl MHoOpMaLMM MHAHOPMAaLMOHHON CUCTEMBI.

14.1. Tlpn NpUHATUM peLLEHNs 0 HEOOXOAMMOCTM 3aLMUThl MHpOpMaLUK, cogepallenca B UHPOPMaLMOHHOW CUCTEME, OCYLLIECTBNSAETCS:
aHanma uenemn cosgaHns MHPOPMaLMOHHONW CUCTEMbI U 3a[ad, peLlaemMbiX 3TOM MH(POPMAaLMOHHON CUCTEMON;

onpeneneHne nHpopmaLmm, nognexaien obpaboTke B MHPOPMaLMOHHON CUCTEME;

aHarim3 HoOpMaTuBHbIX NPaBOBbIX aKTOB, METOANYECKNUX OOKYMEHTOB 1N HaUuMOHalbHbIX CTaHAAPTOB, KOTOPbIM AOO0J1XXHA COOTBETCTBOBATH VIHd.')OpMaLI,VIOHHaFI
CUCTemMa;

NPUHATUE pPeLleHnst 0 HEOOXOAMMOCTU CO34aHWUS CUCTEMbI 3alUMTbl MHOPMaUUM MHOPMALMOHHON CUCTEMbI, @ TakKe OnpedeneHne uenem n 3agad
3aWuTbl MHPOpPMaLMK B MHPOPMaLMOHHON CUCTEME, OCHOBHbIX 3TamnoB CO3[4aHUS CUCTEMbI 3aLUMTbl UHpOpMaLUN NHPOPMALIMOHHON CUCTEMBI U (OYHKLLIA
no obecneyeHnto 3awmnTbl MHGOpPMauMK, cogepxawenca B WMHPOPMALMOHHON cucTeMe, obnagatens WHgopMauum (3akasdmka), onepaTtopa W
YMOJSTHOMOYEHHbIX NN,

14.2. Knaccudpmkaumss MHPOPMAaLMOHHOM CUCTEMbI MPOBOAUTCS B 3aBMCUMOCTM OT 3HA4YMMOCTW obpabaTbiBaeMoOl B Hel MHgopmauum u maclitaba
NMHPOPMaLMOHHON cucTeMbl (dpeaeparnbHbii, PErMOHarnbHbIN, OOHEKTOBLIN).

YcTaHaBnmBalTCa Tpy Knacca 3alMweHHOCTU MHPOPMaLMOHHOM CUCTEMbI, ONpeaenstolmMe YPOBHN 3aLlLMLLEHHOCTU COAEpXKaLlencs B HeM MHopmaumnu.
Cambll HU3KMI Knacc - TPEeTUW, caMbli BbICOKMA - nepBbli. Knacc 3awuueHHOCTU MHGOPMAaUMOHHON CUCTEMbl OnpeaensdeTtcd B COOTBETCTBUM C
npunoxeHnem N 1 kK HacTosawmM TpeboBaHuAM.

Knacc sawuwieHHocTn onpegensgeTrca Ans UHAOPMAaUMOHHOM CUCTEMbl B LENOM W, MpU HEOOXOAMMOCTU, AN ee OTAErNbHbIX CErMEHTOB (COCTaBHbIX
yacrten). TpeboBaHMe K Knaccy 3alMLLIEHHOCTW BKIOYAETCHA B TEXHMYECKOE 3afaHue Ha co3gaHve UH(OPMAaUMOHHOW CUCTEMbI U (MIK) TEXHUYECKOe
3afaHne (YacTHoe TEXHMYECKOe 3afaHne) Ha Co3daHue CUCTEMbI 3aluTbl MHpopMauumn MHGPOPMaLMOHHOM CUCTEMBI, pa3pabaTbiBaemble ¢ ydeTom TOCT
34.602 «WMHpopmaunoHHas TexHonorns. Komnnekc cTtaHgapToB Ha aBTOMATM3MPOBAHHbIE CUCTEMbI. TexHW4Yeckoe 3ajaHuMe Ha Cco3faHue
aBToMaTM3npoBaHHon cuctembl» (ganee - FOCT 34.602), TOCT P 51583 n TOCT P 51624.



Knacc 3alwmieHHoCTM MHOPMALMOHHOM CUCTEMbI MOAMNEXUT NEPECMOTPY NPWU M3MEHEeHUM MacliTaba WMHEAOPMALMOHHOM CUCTEMbI UMM 3HAYUMOCTM
obpabaTtbiBaemMoin B Heil HdopmaLmi.

PesynbTaTthl Knaccudukaumm MHPOPMaLNOHHON CUCTEMBI OPOPMIAKTCA aKTOM Kriaccudukaumm.

14.3. Yrpo3bl 6e30nacHOCTV MHopMaLMK onpeaensitoTcs No pesynbTatam OLEHKM BO3MOXHOCTEN (MoTeHumana) BHELUHUX U BHYTPEHHUX HapylumTenen,
aHanmsa BO3MOXHbIX YS3BUMOCTEN MHAPOPMAaLMOHHOWM CUCTEMbI, BO3MOXHbIX CNocoboB peanusaummn yrpo3 6esonacHocT MHgopMaumm 1 nocneacTeuin oT
HapyLleHns CBOWCTB Ge3onacHOCT MHopMaLmMK (KOH(UAEHLMANIbHOCTH, LLENOCTHOCTM, AOCTYMHOCTH).

B kayecTBe UCXOOHbIX AaHHbLIX ANA onpegeneHus yrpo3 6e3onacHocTU MHGOpMauMmM ucnomnbdyetcs GaHK AaHHbIX yrpo3 6e3onacHoCTU MHopMaLmm
(bdu.fstec.ru), BegeHue kotoporo ocyuiectnserca PCTIK Poccum B cootBeTCcTBUM C nognyHkTom 21 nyHkTa 8 lNMonoxeHns o deanepanbHon cnyxbe no
TEXHUYECKOMY W SKCMOPTHOMY KOHTPOMM, yTBepxaeHHoro Ykasom [lpesngeHta Poccuiickon ®epepaumm ot 16 asrycta 2004 r. N 1085 (CobpaHue
3akoHogaTenbcTBa Poccuiickon ®epepaumnm, 2004, N 34, ct. 3541; 2006, N 49, cTt. 5192; 2008, N 43, cT1. 4921; N 47, cT1. 5431; 2012, N 7, cT1. 818; 2013,
N 26, ct. 3314; N 53, cT. 7137; 2014, N 36, cT. 4833; N 44, c1. 6041; 2015, N 4, cT. 641; 2016, N 1, cT. 211) (manee — 6aHK JaHHbIX yrpo3 6e3onacHoCcTH
nHpopmauun ®CTIK Poccun), a Takke UHbIE MCTOYHMKN, coaepXKalune cBegeHnsa o6 ya3BMMOCTAX M yrpo3ax 6e3onacHoCTM nHopMaumn.

Mpn onpegeneHnn yrpo3 6e30MacHOCTU MHGOPMaLUN  YUMTBIBAKOTCA CTPYKTYPHO-DYHKLUMOHAmBHbIE XapaKTEPUCTUKM WHEOPMALNOHHON CUCTEMBI,
BKIOYaloLme CTPYKTYpy M cocTaB MHMOPMALMOHHOW CUCTEMBI, (hU3NYEeCKMe, nornveckme, (PyHKUMOHanbHbIE U TEXHOMOIMYEeCcKMe B3aMMOCBA3M MexXay
cermMeHTaMmn WHOPMALMOHHON CUCTEMbIl, C UHbIMW WH(OPMALNOHHBIMX CUCTEMaAMU N MHEOPMALMOHHO-TENEKOMMYHUKALMOHHBIMU CETAMU, PEXMMBbI
06paboTkn uHdopmauun B MHGOPMALMOHHOM CUCTEME M B €€ OTAENbHbIX CErMeHTax, a TakkKe WHble XapakTepPUCTUKNM WHA(OPMaUMOHHOW CUCTEMBI,
NpYMeHsieMble MHPOPMALMOHHBIE TEXHONOMMU 1 OCODEHHOCTU ee (PYHKLIMOHNPOBAHMS.

Mo pesynbTaTtaM onpegeneHns yrpo3 6esonacHocTn nHdopmauum npyu HeoOXoANMMOCTM paspabaTbiBalOTCs peKOMEHAaUMN No KOPPEKTUPOBKE CTPYKTYPHO-
PYHKLMOHAmNbHbIX XapaKTepPUCTUK MH(OPMALMOHHOW CUCTEMbI, HamnpaBlieHHble Ha ONoKMpoBaHME (HerWTpanuaaumio) oTAenbHbIX Yrpo3 6es3onacHocTu
nHdopmaLmu.

Mogenb yrpo3 6e3onacHOCTM MHGOPMALMK OOSMKHA coaepaTb OnncaHne MHAPOPMaLMOHHON CUCTEMBI U €€ CTPYKTYPHO-(YHKLIMOHAMNBHbLIX XapakTePUCTUK,
a Takke onucaHve yrpo3 06e3onacHoCTM MHGOPMaLMW, BKIOYAKLEe OnMcaHMe BO3MOXHOCTEW HapylumTenen (Modenb HapylmTens), BO3MOXHbIX
YSI3BMMOCTEN MHPOPMALMOHHONM CUCTEMBI, CNOCOBOB peanunsaumm yrpo3 6e3onacHoCTV MHOPMaLMK U NOCNeaCcTBUIA OT HapyLLEHWsi CBOMCTB 6e30MacHOCTH
nHdopmaLmn.

[ns onpegeneHns yrpo3 6e3onacHocT nHopmMauumn n paspaboTkn mogenu yrpo3 6e3onacHoCT! MHPOpMaLMN MPUMEHSAITCA METOAMNYECKNE OOKYMEHTDI,
paspaboTaHHble n yTBepxaeHHble PCTIK Poccum B cooTBETCTBUM C NoAanyHKTOM 4 nyHkTa 8 MNMonoxeHns o PepepanbHoOn cnyxbe no TEXHUYECKOMY U
3KCMOPTHOMY KOHTPOSO, yTBepXaeHHoro Ykasom [lpesugeHTa Poccuiickon depepaumm ot 16 aBrycta 2004 r. N 1085 (CobpaHue 3akoHOopaTenbCcTBa
Poccuinckon ®egepaumn, 2004, N 34, ct. 3541; 2006, N 49, cT. 5192; 2008, N 43, cT. 4921; N 47, cT. 5431; 2012, N 7, cT. 818).

14.4. TpeboBaHMA K cuUCTeMe 3aWmTbl MHOPMaUMM MHAOPMALMOHHOMW CUCTEMbI OMPEAEnsioTCAa B 3aBMCUMOCTM OT Kracca 3allMLLEHHOCTU
MHPOPMaLMOHHON CUCTEMbI 1 Yrpo3 6e30nMacHOCTM MHGOPMAaLIMK, BKITOYEHHBIX B MOAENb Yrpo3 6e30nacHOCTN MHopMaLun.

TpeboBaHus kK cucTeMe 3aLmTbl MHGPOPMaLMM MHPOPMALIMOHHON CUCTEMbI BKIHOYAOTCA B TEXHUYECKOE 3a4aHne Ha co3gaHne MHOPMAaLMOHHOM CUCTEMBI
n (Unn) TexHuyeckoe 3agjaHue (YacTHoe TexHMYeckoe 3afaHuMe) Ha Co3gaHue CUCTeMbl 3awuTbl  MHGOPMauMM WHGOPMALUMOHHOW CUCTEMBI,
paspabaTtbiBaemblie ¢ ydeTtom [OCT 34.602, TOCT P 51583 n TOCT P 51624, n fomkHbl B TOM YMCne cogepXarhb:



uenb 1 3agadn obecnevyeHuns 3almTbl MHOPMaLMN B MHPOPMAaLIMOHHOW CUCTEME;
Knacc 3awmLeHHOCTU MHPOPMAaLMOHHON CUCTEMBI;

nepeyeHb HOPMAaTMBHbIX MPABOBbIX aKTOB, METOAMYECKUX [OKYMEHTOB W HauUMOHAsbHbIX CTAHAAPTOB, KOTOPbIM [JOSKHA COOTBETCTBOBAaTb
NHOPMALMOHHAs CUCTEMA;

nepevyeHb OOBHLEKTOB 3aLUUTLI UHPOPMALMOHHON CUCTEMBI;

TpeboBaHnda K Mepam 1 CpeacTBaM 3alLmTbl MHGPOPMaLUK, NPUMEHSIEMbIM B MH(DOPMALIMOHHOW CUCTEME;

cTagum (atansl paboT) co3gaHnsa CUCTEMbI 3aLLMTbl MHOPMALIMOHHON CUCTEMBI;

TpeboBaHMNA K NOCTaBNAEMbIM TEXHUYECKUM CPEACTBaM, MPOrpaMmmMHOMY obecnedeHunto, cpeacTeam 3aluTbl MHopMaLuuuy;

hyHKLMM 3aka3ymKa 1 onepartopa no obecneyeHunto 3almTbl MHopMaLum B UHOOPMALMOHHON CUCTEME;

TpeboBaHMS K 3amuTe CPEACTB U CUCTEM, 0BecneynBaroLLmMX PyHKLMOHMPOBaHME NHOPMALIMOHHON CMCTEMbI (0BecneymnBaroLen MHPPaCTPYKType);

TpeboBaHna K 3awuTe uHOPMaUMM nNpu  UHEGOPMALMOHHOM B3aUMOLENCTBUN C  WHBIMU  WUHE(OPMALMOHHBIMW CUCTEMAMU WU UHGOPMALMOHHO-
T€NIeKOMMYHUKaUNOHHbIMU CETAMKU, B TOM YUCIE C VIH(bOpMaLI,I/IOHHbIMI/I cncremamum ynosiIHOMOYEHHOro nmua, a Takke npu npuMeHeHMn BblHUCIIUTENbHbIX
pecypcoB (MOLLHOCTEN), NpeaoCTaBnseMbIX YNOMHOMOYEHHBIM NNLOM Ans 06paboTku MHopMauuu.

Mpun onpepeneHun TpeboBaHU K cucTemMe 3almTbl UHGOPMaLUM MHAGOPMALIMOHHON CUCTEMbI YYMTLIBAKOTCS MONIOXKEHUS MONMUTUK obecrneyeHus
NMHopMauunoHHon 6e3onacHocTU obragaTtensa nHpopmaumm (3akasdmka), a Takke nonuMTuK obecrneveHns MHopMaLnoHHON Ge3onacHoOCTU onepaTtopa u
YNOTHOMOYEHHOTO f1La B YacTu, He NPOoTMBOpeYaLlel nonuTukam obnagartens nHpopmaumm (3akasynka).

Pa3paboTka cucTembl 3almThl MHOPMaLUMM MHOOPMAaLMOHHON CUCTEMBI

15. PaspaboTka cucteMbl 3awmnTbl MHOPMaLUMM MHPOPMAaLMOHHON CUCTEMbI OpraHn3yeTcst obnagatenem nHopmaumm (3akasvymkom).

PaspaboTka cuctembl 3awmutbl MHPOPMaLUN MHAPOPMALIMOHHON CUCTEMbI OCYLLECTBISETCS B COOTBETCTBUM C TEXHMYECKUM 3afjaHMeM Ha co3gaHue
WHPOPMALMOHHON CUCTEMBI U (UMW) TEXHUYECKUM 3afaHuMeM (YacTHbIM TeXHMYECKMM 3afjaHMeM) Ha CcOo3gaHuMe CUCcTeMbl 3aluTbl MHopmauum
MHdopmaunoHHon cuctembl ¢ ydetom [OCT 34.601 «WMHdopmaumoHHas TexHonornda. Komnnekc cTaHgapToB Ha aBTOMAaTU3MPOBAaHHbIE CUCTEMBbI.
ABTOMaTM3MpoBaHHble cnuctembl. CTagumn cosgaHusa» (aanee - FTOCT 34.601), TOCT P 51583 n FTOCT P 51624 v B TOM Ynchne BKIKOYaEeT:

NPOEKTMPOBaHNE CUCTEMbI 3aLUTbl MHOpMaLM NMHPOPMALIMOHHON CUCTEMBI;
pa3paboTKy SKCnyaTaunoHHON JOKYMEHTaALMN HA CUCTEMY 3aLLUUTbl MHpOpMaLMK MHPOPMALIMOHHOW CUCTEMBI;

MakeTUpoBaHMEe N TeECTMPOBAHME CUCTEMbI 3aLUUTbI MHGOPMaUMM MHHPOPMaLMOHHON CUCTEMbI (MPY HEOBXOANMOCTK).



CucTtema 3awmTbl UHOPMALMN MHOPMALMOHHON CUCTEMbI HE AOSMKHA NPEnsiTCTBOBaTh AOCTMXXEHUIO Liernein co3aaHns MHAPOPMaLMOHHOM CUCTEMBI U ee
(PYHKLUMOHMPOBAHMUIO.

Mpn paspaboTke cuCTeMbl 3alMTbl MHOPMaLMN MHEPOPMALMOHHON CUCTEMbI YYUTbIBAETCA €€ WH(OPMaUMOHHOE B3aMMOAENCTBME C  UHbIMU
NHOPMALMOHHBIMK CUCTEMaMMN N MHAPOPMAaLMOHHO-TENEKOMMYHUKALMOHHBIMK CETSIMU, B TOM YUCEe C MHPOPMALMOHHLIMK CUCTEMaMM YNONTHOMOYEHHOrO
nvua, a Takke NpUMEHEHNE BbIYUCTIUTENBHbLIX PECYPCOB (MOLLHOCTEN), NPeaoCTaBnsieMblX YNONHOMOYEHHbLIM NINLIOM Anst 06paboTku MHGOPMaLUK.

15.1. MNMpu NpOEKTUPOBaHUN CUCTEMbI 3aLLUTLI MHOPMALUN MHOPMALIMOHHON CUCTEMbI:

onpenenarTca Tunbl Cy6'beKTOB gocrtyna (I'IOJ'Ib3OBaTeJ'II/1, npoueccbl N UHble Cy6'beKTbI ﬂOCTyI'Ia) 1N O0ObEKTOB 0ocTtyna, ABnALWNXCA obbekTamu 3alnTbl
(yCTpOI‘/'lCTBa, 00BbEKTbI (baﬂnosoﬁ CUCTEMbI, 3anyCkaemMmble U WUCNOJIHAEeMble MOAYIn, 00BbEeKTbl CUCTEMbI ynpasneHusa 0asamMu [OaHHbIX, OObLEKTHI,
co3gaBaeMble NpuKknagHbiM nNporpaMmMHbIM obecrneyeHnem, nHble 06 bEKTDI ,EI,OCTyI'Ia);

onpenensitoTca MeETOAbI YNPaBneHUst 4OCTYNOM (AUCKPELMOHHBIA, MaHAATHBIA, PONEBON UMM MHblE METOAbI), TUMbI JOCTyNa (YTEHWE, 3anuchb, BblMOMHEHME
WK YHblE TWMNbI 4OCTYNa) U NpaBuna pasrpaHnyeHnst 4OCTyna CyGbekToB AocTyna k 06bekTaM JOCTyna (Ha OCHOBE CMNCKOB, METOK 6e30MacHOCTM, porei 1
WHbIX NPaBuWI), NOANexalyue peanusauuv B UHPOPMaLMOHHON CUCTEME;

BblOMpaloTCst Mephbl 3aLMThbl MHpOpMaLMK, noasexallme peanmsaumm B cUCTEME 3aLmTbl MHOPMaLmy MHGPOPMaLMOHHON CUCTEMbI;
onpenensTcs BUAbLI U TUMbl CPEACTB 3almnThl MHpopMaL K, obecrnedrBatoLLe peanmnaanmio TEXHUYECKUX Mep 3aLLmTbl UHGOpMaLuK;

onpenensieTcsl CTPyKTypa CUCTEMbl 3aliMTbl MHopMaUMM MHAOPMALMOHHOM CUCTEMbI, BKItoYMasi cocTaB (KONMYECTBO) M MecTa pasMELLeHuUsl ee
3MNEMEHTOB;

OCYLLECTBISETCA BbIGOP CPEeACTB 3alunTbl MHGOpMaLMKN, CepTUMUMPOBAHHBLIX Ha COOTBETCTBME TpeboBaHMsAM No Ge3onacHoCcTM MHGopMaunun, C y4eTOM
NX CTOMMOCTW, COBMECTUMOCTM C MHGOPMALMOHHBIMM TEXHONOTUSIMU Y TEXHUYECKUMU CpeacTBamMu, PYHKLUMIA Ge3onacHOCTM 3TUX cpeacTB 1 0coBeHHocTel
NX peanunsauun, a Takke Knacca 3aluieHHOCTU NHAOPMAaLIMOHHON CUCTEMBI;

onpeaensitoTcs TpebGoBaHUs K NapaMeTpam HacTPOWMKU NporpaMMHOro obecneyeHust, BKroYas nporpaMmMHoe obecneyeHne CpeacTs 3aWwmTbl MHGOP Mauum,
obecreyvBalone peanm3aumio Mep 3alimTbl MHOPMaLUKN, a Takke YyCTpaHEeHUE BO3MOXHbIX YSI3BUMOCTEN WMH(OPMAaLMOHHOW CUCTEMBI, MPUBOASALLMX K
BO3HUKHOBEHMIO Yrpo3 6e3onacHoCTV HGopMaLUu;

onpenendalTca Mepbl 3aluTbl MHOpMaUMU MPU MH(OPMALMOHHOM B3aUMOAEWCTBUM C WHBIMU MH(OPMALMOHHBIMU CUCTEMAMU U MHAOPMAaLMOHHO-
TENEKOMMYHVKALMOHHBIMWU CETAMU, B TOM YnCrne C MHPOPMALMOHHBIMW CUCTEMaMU YMONTHOMOYEHHOMO MnuLa, a Takke Npu NPUMEHEHUU BbIMUCIINTENBHbBIX
pecypcoB (MOLLHOCTEN), NpeaoCcTaBseMbIX YNOHOMOYEHHbBIM NMLOM A5si 06paboTkM MHopMaLuuu.

PesynbTatbl NpPOEKTMPOBAHWSA CUCTEMbI 3alinTbl MHGOPMaUMM WMHGOPMALMOHHOM CUCTEMbI OTPaXalTCA B MNPOEKTHOM AOKyMeHTauum (3CKM3HOM
(TexHn4eckom) npoekTe n (Mnu) B paboyen AOKyMeHTauun) Ha MHAPOPMALMOHHYIO CUCTEMY (CUCTEMY 3aLLMTbl MHOPMaLUM MHAOPMALIMOHHOW CUCTEMBI),
paspabaTbiBaeMbix ¢ ydyeTtom [OCT 34.201 «MHpopmaLmoHHas TexHonorus. Komnnekc cTaHgapTOB Ha aBTOMaTU3MPOBAHHbIE CUCTEMbl. Bugpl,
KOMIMIEKTHOCTb 1 0003Ha4YeHe JOKYMEHTOB MNPy CO34aHUN aBTOMaTU3MpPOBaHHbIX cuctemy (oanee - FOCT 34.201).



MNpoekTHas [OOKyMeHTauusi Ha MHOPMAaLMOHHY0 cucTeMy M (M) ee cucTemy 3aluTbl MHpopMauMM MNoAnexaT COrfacoBaHW C OnepaTopoM
NHOPMALMOHHOWM CUCTEMBI B CIly4ae, eCiv OH OnpeerieH TakoBbIM B COOTBETCTBUM C 3akoHoAaTenbCTBOM Poccuiickon defepaumm kK MOMEHTY OKOHYaHMS
NPOEKTUPOBAHNSA CUCTEMbI 3aLLUTbI MHPOPMALIMN MHEOPMALIMOHHON CUCTEMBI U HE SBMSIETCS 3aKa34yMKOM AaHHOM UHGOPMALMOHHON CUCTEMBI.

Mpy OTCYTCTBUM HEOOXOAMMbLIX CPEACTB 3alMThbl MHpOPMaUnK, cepTUdULMPOBaHHBIX Ha cooTBeTcTBME TpeboBaHMsIM No GesonacHoOCTM MHGOopMaLW,
opraHusyeTcsi pa3paboTka (qopaboTka) CpeacTB 3aWwmTbl MHDOpMaLIMKN U UX cepTUdmMKaumsa B COOTBETCTBUN C 3aKOHoAaTeNbLCTBOM Poccuiickoin deaepaumm
UM NPOM3BOAMTCSH KOPPEKTMPOBKA MPOEKTHbIX PELUeHUM MO WH(POPMALMOHHOW cucTeMe M (MM) ee CcUcTeMe 3almuTbl MHGOPMaUMU C Y4ETOM
(pYHKLMOHAmNbHBIX BO3MOXHOCTEN UMEIOLLMXCS CepTUDULIMPOBAHHbIX CPEeACTB 3alnTbl MHDOpMaLIMK.

15.2. Pa3pa60TKa SKCI'IJ'IyaTaLl,I/IOHHOIZ OOKYMEeHTaunnm Ha CUCTeMy 3allUnTbl I/IH(*)OpMaLI,I/II/I MHd)OpMaLLVIOHHOVI CUCTEeMbl OCYyLLEeCTBIIAETCA B COOTBETCTBMA C
TEXHUNYECKMM 3adaHneM Ha co3faHue I/IH(*)OpMaLI,I/IOHHOI‘/‘I CUCTEMbI U (MJ'IVI) TEXHUNYECKNMM 3adaHNEM (‘-IaCTHbIM TEXHNYECKNM 3a/:|,aHv1eM) Ha co3aaHune
CUCTEMbI 3alUThI I/IHCbOpMaLI,MVI I/IH('*)OpMaLI,I/IOHHOIZ CUNCTEMDI.

OKcnnyataunoHHasa AOKYMEHTaUMs Ha cUCTeMy 3aluuTbl MHopMaumm MHEAOPMaLMOHHOW cucTeMbl padpabatbiBaetca ¢ ydetom FOCT 34.601, TOCT
34.201 nTOCT P 51624 n gonxHa B TOM Y1Ce cogepkaTb OnucaHume:

CTPYKTYPbl CUCTEMbI 3aLUnNTbl MHOPMaLMM MHEPOPMALMOHHON CUCTEMBI;

coCTaBa, MECT YCTaHOBKM, NAapaMeTPOB 1 NOPsiAKa HAaCTPOMKM CPEACTB 3aLlMTbl MHOPMaLMK, NMPOrpamMmMHOro obecnevyeHns U TEXHNYECKNX CPeacTs;
npaBu 3KCNyaTaumMm CUCTEMbI 3aLmTbl MHOPMaLMN MHPOPMALMOHHON CUCTEMBI.

15.3. MNpn makeTMpoBaHUM N TECTUPOBAHUN CUCTEMBI 3aLLUNTbI MHOpMaUMM MHHOPMAaLUNOHHOM CUCTEMbI B TOM YMCIE OCYLLECTBIISOTCS:

npoBepka paboTOCNOCOGHOCTU M COBMECTUMOCTU BblOpaHHbIX CPEACTB 3alMTbl MHOPMaUMM C MHEPOPMALIMOHHBIMU TEXHOMOMUSIMA U TEXHUYECKUMMU
cpeacTBamu;

npoBepka BbIMNOMHEHUS BblOpaHHbIMU cpeacTBaMm 3almnThbl MHpopMaummn TpeboBaHMi kK cucTeMe 3aluTbl MHOpMaLMN MHAPOPMAaLMOHHOW CUCTEMbI;

KOPPEKTMPOBKA MPOEKTHbIX PEeLUEHNA, pas3paboTaHHbIX MpuM  CO3O0aHUM  MHAOPMALMOHHOM CUCTEMbI M (MNIM) CUCTEMbI  3alUMTbl  MHOpMaLUn
MHGOPMaLMOHHOW CUCTEMBI.

MakeTMpoBaHNe CUCTEMbI 3aliMTbl MHGOPMALMN MHAPOPMALMOHHOW CUCTEMbI U €€ TECTUPOBAHUE MOXET MPOBOAUTLCS B TOM YMCIE C UCMONIb30BaHMEM
CPEACTB M METOAOB MOAENUPOBAHUSA MHOPMALIMOHHBIX CUCTEM M TEXHOMOMMI BUPTYanu3aLum.

BHegpeHue cuctembl 3almTbl MHOPMaLUN MHPOPMALIMOHHOW CUCTEMDI

16. BHeapeHue cuctembl 3amuTbl HOpMauum MHOPMaLIMOHHOM CUCTEMBI OpraHn3yeTcs obnagarenemM MHopMaLmmn (3aKka3yunkom).



BHep.peHme CUCTeMbl 3allUThbl I/IH(*)OpMaLI.I/II/I I/IHCbOpMaLI,I/IOHHOVI CUCTEMbl OCYLLUEeCTBITAETCA B COOTBETCTBUU C I'IpoeKTHOI7I n 3KCI'IJ'IyaTaLI,VIOHHOl7I
ﬂOKyMeHTaLI,VIeVI Ha CUCTeMy 3aLlinThbl I/IH(*)OpMaLI.I/II/I I/IHd)OpMaLI,I/IOHHOVI CUCTEMbI N B TOM YUCIIE BKIKOYaeT:

YCTaAHOBKY U HaCTPOVIKy cpencTs 3allnThbl I/IH(*)OpMaLI,I/II/I B I/IHC*)OpMaLI,I/IOHHOVI CncTteme;

pa3paboTKy OKYMEHTOB, ONpeaensaiLLmMX NpaBurna 1 npoLeaypbl, peanusyemMbie onepaTopoMm Ans obecrneyeHns 3alinTbl MHopMaLummn B MHbopMaLIM OHHOM
cucTeMe B Xxofe ee aKcriyaTauun (qanee - opraHM3aLMoHHO-pacnopsanTenbHble 4OKYMEHTbI MO 3awmuTe nHdopmauum);

BHeaApeHne opraHn3auMOHHbIX Mep 3allUTbl I/IH(*)OpMaLI,I/II/I;

npenBapuTesibHble NCMbITaHNA CUCTEMbI 3aLLNTbI I/IH(*)OpMaLI,I/II/I MH(It)OpMaLLVIOHHOVI CUCTEMBbI,

OnbITHYK 3KCnJlyaTalnio CUCTEMbI 3aLLNTbI I/IHCbOpMaLI,I/II/I I/IHq.)OpMaLI,I/IOHHOIZ CUCTEMDI;

aHanuns yﬂ3BMMOCTeﬁ MHCbOpMaLI,I/IOHHOIZ CUCTEeMbI N NMPpUHATNE Mep 3allUThbI I/IHd.)OpMaLWIVI no NX yCTPpaHEHUIO;
npuemMoYHblie UCNblITaHNA CUCTEMbI 3aLLNTbI I/IH(*)OpMaLI,I/II/I I/IHq.)OpMaLI,I/IOHHOl‘;I CUCTEMDI.

K BHeOpeHuo cucTtemMbl 3almTbl MHOPMaUUM MHGOPMALMOHHOM CUCTEMbl MPUBIEKAeTCa onepaTop WMH(OPMAaUMOHHOM CUCTEMbl B Clydae, ecrnn OH
onpeferneH TakoBbIM B COOTBETCTBMM C 3akoHodaTtenbCTBoM Poccunckon ®degepaumm K MOMEHTY BHEAPEHUS CUCTEMbl 3allmTbl MHGOpmMauum
MHOPMAaLMOHHOW CUCTEMbI U HE ABNSAETCH 3aKa34yMKOM AaHHOW MHOPMAaLMOHHON CUCTEMBI.

16.1. YcTaHoBKa 1M HacTpoWKa CpeAcTB 3alimTbl MHGOPMaUMM B MHAOPMALMOHHON CUCTEME OOSKHa MPOBOOMTLCA B COOTBETCTBUM C SKCMyaTalMOHHOM
JOKyMeHTauunen Ha cuctemy 3almtbl MHGopMaumm MHEPOPMaLMOHHON CUCTEMbI M OKYMEHTaUMeNn Ha cpefcTBa 3alnTbl MHGOpMaLmMK.

16.2. PaspabaTtbiBaeMble OpraHn3aLOHHO-pacnopaanTeNbHbIE AOKYMEHTbI MO 3almuTe MHOPMaUmMy AOMKHbI OnpeaensTs npasuna 1 npoueaypsbi:
yrnpaeneHus (agMUHUCTPUPOBaAHKS) CUCTEMOM 3aLLMTbl MHCbopMauumn NHGPOPMaLMOHHOW CUCTEMBI;

BbISIBNIEHMS1 MHUMOEHTOB (OAHOTO COOLITUSI MNKU  TPYMMbl  COObITWIA), KOTOpble MOryT MNPUBECTU K COOSIM MMM  HapylieHWo PYHKLMOHMPOBaHMS
MHPOPMaLMOHHON CUCTEMbI U (MNN) K BOZHMKHOBEHWMIO Yrpo3 6e3onacHoOCTN nHdopmaunn (qanee - UHUMAEHTHI), N pearnpoBaHus Ha HUX;

yrnpasreHns KoHdurypaumen attecToBaHHON MH(POPMALMOHHOM CUCTEMbI MU CUCTEMbI 3aLLMThl MHOpMaLMn NHPOPMALIMOHHON CUCTEMBI,

KOHTpons (MOHUTOPUHIa) 3a 06ecnevYeHneM ypOBHS 3aLLUMLLIEHHOCTU MHAOPMAaLIMK, COAEPXALLENCs B MHPOPMALIMOHHOM CUCTEME;

3aLLMTLlI MHCbopMaLUun Npu BbIBOAE M3 KCNyaTaumMm MHOPMAaLMOHHOM CUCTEMbI UM MOCHE NPUHATUSA peLleHns 06 OKOHYaHUK 06paboTkn nHpopMauuu.
16.3. Mpwn BHEAPEHUN OPraHN3aLUMOHHbLIX Mep 3aLLMTbl MHGOPMaLMM OCYLLECTBSOTCS:

peanu3auusi NpaBui pasrpaHUYeHns 4OCTyna, pernaMeHTMpyLWmUX npaea AocTyna cybbekToB AocTyna k o6bektaM AOCTyna, U BBEAEHUE OrpaHUYEHNi Ha
AeicTBUS Morb3oBaTenen, a Takke Ha U3MEHEHVE YCIOBUIA SKCNIlyaTaummn, COCTaBa 1 KOH(UIypaLumMmn TEXHUYECKMX CPEACTB U NMporpaMmHoro obecneyenus;

npoBepka MOMHOTbI U AeTanbHOCTU OMUCaHUS B OpraHM3alMOHHO-PacnopsanTENbHbIX AOKYMEHTax Mo 3awmute uHdopmauuy OeNCTBUIN Nofib3oBaTenen 1
aAMUHUCTPATOPOB MH(OPMAaLIMOHHOWM CUCTEMbI MO peanun3aummn OpraHM3aunoHHbIX Mep 3aLMThl MHopMaumy;



OTp360TKa OENCTBUN OOMKHOCTHBIX L, U I'IO,El,pa3,El,eJ'IeHI/IIZ, OTBETCTBEHHbIX 3a pearnm3auunio Mmep 3allnTbl MHd)OpMaLlI/IM.

16.4. MNMpeaBapuTenbHble UCMbITAHUSA CUCTEMbI 3aLLUTBLI UHpOpMaL MK MHOPMaLMOHHON cucTeMbl npoeoaaTca ¢ ydetom FOCT 34.603 «MNHdpopmaumoHHas
TexHonoruns. Buabl vcnbiTaHWin aBTOMaTU3MPOBaHHbIX cuctem» (ganee - FTOCT 34.603) n BknoyaoT NpoBepky paboTOCMOCOBGHOCTU CUCTEMbI 3aLUMThI
MHopmMauum MHPOPMALMOHHON CUCTEMbI, a TaKkKe MNPUHATAE pPeELUeHUS O BO3MOXHOCTW OMbITHOW 3KCniyatauuMyM CUCTEMbl 3alliMTbl MHGOPMAaLMK
MHOPMALMOHHON CUCTEMBI.

16.5. OnbITHaga akcnnyaTaums cMcTeMbl 3almuTbl MHOpMaUUn MHGPOPMaLMOHHON cucTembl npoBoauTtca ¢ ydetoM FOCT 34.603 n BknoyaeT npoBepKy
PYHKLUMOHNPOBAHUSA CUCTEMbI 3alUmMTbl UHOPMaLUN MHEOPMALMOHHON CUCTEMbI, B TOM 4uCle peaninM3oBaHHbIX Mep 3awuTbl MHOPMaUnK, a Takke
rOTOBHOCTb Mofb3oBaTenen n agMMHUCTPATOPOB K 3KCMIyaTaumm cCucTeMbl 3almnTbl MHOpMaLmMmM MHPOPMAaLMOHHOW CUCTEMBI.

16.6. AHanus yFI3BVIMOCTel7I I/IH('*)OpMaLI,I/IOHHOIZ CUCTEMbI MPOBOAUTCA B UENAX OLUEeHKM BO3MOXHOCTWU MNpeofosieHnA HapywutenemM CUCTeMbl 3allunTbl
I/IH(*)OpMaLI,I/IM MHCbOpMaLI,I/IOHHOIZ CucTteMbl 1 npenoTepalleHna peannsaumnm yrpos GesonacHocTu I/IHCbOpMaLI,I/II/I.

AHanus yassmumocTet MHPOPMaLUMOHHOW CUCTEMbI BKITOYaAET aHanm3 ysa3BMMOCTEN CPEACTB 3allumnTbl MHpOpMaLUKN, TEXHUYECKUX CPEACTB U NMPOrpaMMHOro
obecneyeHns NHHPOPMaLMOHHOW CUCTEMBI.

Mpu aHanunse ya3BMMOCTEN UHAPOPMALNOHHOW CUCTEMbI MPOBEPSETCS OTCYTCTBME U3BECTHbIX Y3BUMOCTEN CPEACTB 3alMTbl MHAOPMALMKN, TEXHUY ECKNX
CPEACTB M MporpaMMHOro obecneyeHusi, B TOM 4nicie ¢ y4eToM UHpopMaLmmn, uMeroLencsa y pa3paboTymMKoB M MOMYYEHHON M3 ApYrMx oOLeaoCTyMnHbIX
WCTOYHUKOB, MPaBWUIIbHOCTb YCTAHOBKM W HACTPOWKM CPEACTB 3aliMTbl MHAOPMALMM, TEXHUYECKMX CPEeaCTB WM MPOrpaMMHOro obecnedeHus, a Takke
KOPPEKTHOCTb paboTbl CPeacTB 3alUMTbl MHGOPMaLMK NPU X B3AUMOLAENCTBUN C TEXHUYECKMMU CPEeACTBaMM U NMporpaMMHbIM 0becrnevyeHnem.

B cnyyae BbiSiBNEHUS yS3BMMOCTEN MHPOPMAaLMOHHOW CUCTEMbI, NMPUBOASILLUMX K BO3HUKHOBEHWIO OOMOMHUTENbHbLIX Yrpo3 6e3onacHOCT! MHdopMaumu,
NPOBOANTCS YTOYHEHME MOAENMU Yrpo3 Ge3onacHOCTU MHopMaUmMKM U NPU HEOOXOAMMOCTU MPUHUMAKOTCS OOMNOMHUTENbHbIE MEPbI 3alMTbl UHGOPMaLIMK,
HanpaBrieHHble Ha YCTPaHEHNE BbISIBNEHHbIX YS3BMMOCTEN MM UCKIoYatoLwmne BO3MOXHOCTb MCMOMb30BaHUS HAPYLUUTENEM BbISIBNIEHHbIX YSI3BUMOCTEIA.

Mo pesynbTaTam aHanmsa ya3BUMOCTEN AOMKHO ObiTb NOATBEPXKAEHO, YTO B MHPOPMALMOHHON CUCTEME OTCYTCTBYIOT YA3BUMOCTH, codepKalimecs B 6aHke
OaHHbIX yrpo3 GesonacHocTn uHGopmaumm PCTIK Poccun, a Takke B WMHbIX MCTOYHMKAX, WM WX MCMOMb30BaHME (3KCMiyaTauusl) HapylwmnTenem
HEBO3MOXXHO.

16.7. NMpremMoyHble MCMbITaHUA CUCTEMbI 3aLUMUTLI MHOPMaLMN MHPOPMAaLMOHHON cucTeMbl npoBoasTcsa ¢ ydetom FTOCT 34.603 v BKkOYaAKT NPOBEPKY
BbIMOJSIHEHMS TPEOOBaHUN K cCUCTEME 3aluTbl MHGOPMaLUMM WHGPOPMALMOHHON CUCTEMbI B COOTBETCTBMM C TEXHUYECKUM 3adaHMEM Ha co3faHue
WH(POPMALMOHHON CUCTEMbI U (UNIN) TEXHUYECKUM 3adaHMeM (4aCTHbIM TEXHUYECKMM 3adaHMEM) Ha Co3[aHuMe CUCTEMbl 3aluTbl MHGOPMaLUM
NHOPMALMOHHOWN CUCTEMBI.

ATTecTaumsa MHpopMaLNoHHOM CUCTEMbI U BBO €€ B AENCTBME



17. ATTecTaumsi MHGOPMALMOHHON CUCTEMbI OpraHu3yeTcss obnagatenem MHdopMauuMu (3akasydMkoM) WM OMepaTopoM M BKIOYAET npoBefdeHune
KOMMeKca OpraHM3auMOHHbIX U TEXHUYECKUX MEepPONnpUSATUA (aTTeCTauMOHHbIX WUCMbITaHWA), B pe3ynbTaTe KOTOPbIX MOATBEPXAAETCs COOTBETCTBME
CUCTEMbI 3aLUTbl UHOPMaLKM MHEOPMALIMOHHON CUCTEMBI HacTosAwmMM TpeboBaHusIM.

HDOBe,EI,eHVIe aTTecTalMOHHbIX UCMbITaHU MH(bOpMaLLMOHHOVI CUCTEMbI OOJI)KHOCTHbIMU NULaMK, OCYLLECTBIAKLMMN NPOEKTUPpOBaHNE U (I/IJ'II/I) BHeOpeHne
CUCTEMbI 3alUUThI VIHd)OpMaLWIVI I/IHCbOpMaLI,I/IOHHOIZ CUCTEMbI, HE JOMNYCKaeTCA.

17.1. B kayecTBe WCXOAHbIX [OaHHbIX, HEoOXoAMMbIX AN aTTecTauuyM MHM(OPMALIMOHHON CUCTEMbI, WCMONb3YTCA MOAenb yrpo3 6e3onacHocTu
NHOPMaLMK, akT Knaccugukaumm MHPOPMAaLMOHHOM CUCTEMbI, TEXHUYECKOE 3ajjaHNe Ha co3gaHue MHAOPMAaLMOHHOM CUCTEMbl U (MnK) TeXHUYeckoe
3afaHne (4acTHOe TEXHUYEeckoe 3afaHue) Ha Co3faHue CUCTEMbI 3alinTbl MHOPMaUMM UHOPMALMOHHOW CUCTEMbI, MPOEKTHAs WM 3KCMnyaTauMoHHas
AOKYMEHTaUMs Ha cUCcTeMy 3almTbl MHGopMaLMN MHPOPMAaLMOHHOW CUCTEMbI, OpPraHU3aLMOHHO-pacnopaanTerbHbIE JOKYMEHTbI MO 3aliMTe MHopMaumu,
pesyrnbTaTbl aHanM3a ysa3BMMOCTeN MHPOPMaLMOHHOW CUCTEMbI, MaTepuarbl NPeABapUTENbHbIX Y MPUEMOYHbLIX UCMbITaHUIA CUCTEMbI 3aLLMTbl MHGOPMaLn
NHOPMALMOHHOWN CUCTEMbI, a TAKKE UHblE OKYMEHTbI, pa3pabaTbiBaemble B COOTBETCTBUM C HacToswmmy TpeboBaHUsSMM.

17.2. AtTectaumsa MHEMOOPMALMOHHON CUCTEMbI MPOBOAUTCHA B COOTBETCTBMM C MPOrpamMMon U MEeToAMKaMu aTTeCTauMOHHbIX WUCMbITaHW OO0 Hadvana
06paboTkn MHopMaLmK, noanexawen 3awmute B MHpOpMaLNOHHOM cucTeme. [na npoBeAeHns aTTectaumm MHAOOPMAaUMOHHOW CUCTEMbI NMPUMEHSOTCS
HaLMOHanbHble CTaHAAPTbI, a TaKkke METOAMYECKME JOKYMEHTbI, pa3paboTaHHble 1 yTBepxaeHHble PCTIK Poccum B COOTBETCTBUM C MOAMYHKTOM 4 MyHKTa
8 lMonoxeHns o ®enepanbHoOM cnyxb6e Mo TEXHNYECKOMY U 3KCMOPTHOMY KOHTPOSHO, YTBEPXAEHHOro Ykasom [peangeHta Poccunckon degepauun ot 16
asrycta 2004 r. N 1085.

Mo pesynbTatam aTTeCTaUMOHHBLIX UCMbITaHUN OOPMAAOTCA MPOTOKOMbI aTTECTALUUOHHBIX UCMbITAHUA, 3aKItoYeHne O COOTBETCTBMU MHAOPMAaLMOHHON
cucTeMbl TpeboBaHMAM O 3aWwmnTe MHAOPMALIMK U aTTecTaT COOTBETCTBUS B Crlyvae MONOXMUTENbHbLIX Pe3yrnbTaToB aTTECTALNOHHBLIX UCTIbITAHUNA.

Mpv NpoBeAeHUM aTTeCTaLMOHHBIX UCMbITAHUIA OOMMKHBI MPUMEHSITLCS crneaytoLle MeToAbl NPOBEPOK (UCMbITaHWN):

3KCMEPTHO-AOKYMEHTAlbHbIA METOA, NpeaycMaTpuMBaloLWLMiA MNPOBEPKY COOTBETCTBMS CUCTEMbI 3alUTbl MHGOPMaLMM  UH(POPMALNOHHON CUCTEMBI
YCTaHOBMEHHbIM TPeboBaHMAM MO 3awuTe MHGOPMALMKM, HA OCHOBE OLEHKM 3JKCMSyaTaUMOHHOW AOKYMEHTauMW, OpraHM3aumOHHO-pPacnopsamTeNbHbIX
OOKYMEHTOB MO 3almnTe nHpopmaumm, a Takke yCrnoBun yHKLMOHNPOBaAHUS MHAOPMALNOHHOW CUCTEMBI;

aHanM3 ya3BMMOCTEN WMHGOPMALMOHHOM CUCTEMbI, B TOM YMUCIE BbI3BAHHbLIX HEMPaBWUIIbHOM HACTPOWMKOM (KOH(UIypMpoBaHMEM) MPOrpaMMHOro
obecneyeHnst 1 cpeacTs 3aWwnTbl MHpopMaLmu;

UCMbITAHUS CUCTEMbI 3aLLMTbI MHGOPMaLMM NyTEM OCYLLECTBEHMUS MOMbITOK HECAHKLMOHMPOBAHHOIO AOCTYyNa (BO3AENCTBUSI) K MHGOPMALMOHHON cucTeme
B 06Xx0[ ee CUCTEMbI 3aLUTbI MHbopMaLUK.

17.3. JonyckaeTca artTectaunsa MHMOPMAaLMOHHOM CUCTEMbl Ha OCHOBE pe3ynbTaToB aTTeCTauMOHHbLIX MCMbITAHWIA BblOENEHHOro Habopa CerMeHToB
NHPOPMaLMOHHON CUCTEMbI, Peanun3ytoLLMX MNOSTHYH TEXHOMOrMI0 06pabdoTkm MHdOpMaLmMK.

B atom cnyyae pacnpocTpaHeHue aTtTecTata COOTBETCTBUSI Ha APYrMe CErmMeHTbl MHC(OPMALMOHHOW CUCTEMbl OCYLLECTBNSETCS NPU YCIOBUM UX
COOTBETCTBMUSI CErMEHTam MH(OPMALIMOHHON CUCTEMbI, MPOLLEALIMM aTTECTALMOHHbIE UCTIbITAHNS.



CermeHT cumntaetcs COOTBETCTBYHOLLMM CErMeHTy I/IHd)OpMaLI,I/IOHHOVI CUCTEMbI, B OTHOLUEHUN KOTOPOro Obinn nposeaeHbl atTeCtaulnoHHble UCMbITaHWUA,
ecnn angd ykKka3aHHblIX CerMmeHTOB YCTaHOBJIIEHbl OAMHAKOBbIE KrlaCCbl 3allULLIEHHOCTU, Yrpo3bl ©esonacHocTK I/IH(*)OpMaLI.I/II/I, peann3oBaHbl OQNHAKOBbIE
NPOEKTHbIE peLUeHnd no I/IH(*)OpMaLI.I/IOHHOIZ cucremMme n ee cucteme 3allnTbl MHd)OpMaLlVIM.

CooTBeTcTBUE CErMeHTa, Ha KOTOprIZ pacnpocTpaHAeTCAa aTTectaTt COOTBETCTBUA, CETMEHTY I/IHCbOpMaLI,I/IOHHOIZ CUCTEeMbIl, B OTHOLUEHUN KOTOPOIro Obinn
npoBeaeHbl atTeCTauMoOHHbIE UCMbITaHUA, NOATBEPXKAAETCA B XOOE€ NPUEMOYHbIX ncnblTaHWi I/IHC*)OpMaLI,I/IOHHOIZ CUCTEeMbI Ui CermeHToB MH(It)OpMaLLVIOHHOVI
CUCTEMDbI.

B cermeHTax WHMOPMALMOHHON CUCTEMbI, Ha KOTOpble pacnpocTpaHseTca aTTecTtaT COOTBETCTBUSA, onepatopom obecrneynmBaeTcs cobnogeHune
3KCnnyaTaunoHHOW OOKYMEHTaumm Ha cuctemy 3amTbl MHpopMaunm MHPOOPMaLMOHHON CUCTEMbI U OpraHn3aunMoHHO-pacnopaanTenbHbIX JOKYMEHTOB MO
3awuTe nHopmaLmm.

OcobeHHOCTM aTTecTauum I/IHCbOpMaLI,I/IOHHOIZ CNCTEMbl Ha OCHOBE pe3yrbTaToB aTTeCTalMOHHbIX WCMbITAHUIN BbIAENEHHOro Ha6opa ee CerMeHTOoB, a TakKkxe
yCcrnoBnA M nopadaoK pacnpocTtpaHeHuA attectata COOTBETCTBUA Ha Apyrne CerMeHTbl I/IHCbOpMaLI,I/IOHHOIZ CUCTeMbl onpegenarTca B nporpamve u
MeToAnKax aTTeCTalMOHHbIX UCMbITAHWUIA, 3aKITHOYEHUM N aTTecTaTe COOTBETCTBUS.

17.4. TloBTOpHasa aTTecTaums MHPOPMAaLMOHHON CUCTEMbI OCYLLECTBSAETCA MO OKOHYaHWW CpoKa AEWCTBUS aTTecTtaTa COOTBETCTBUS, KOTOPbIA HE MOXET
npeBblllaTh 5 NeT, nnun NOBbILEHNS Krnacca 3aLUMLLLEHHOCTU NHAOPMALMOHHON cucTeMbl. Mpy yBenuyeHumn coctasa yrpo3 6e30nacHOCTM MHopMaLmMm unm
M3MEHEHNS MPOEKTHbIX pPELUEeHUN, peanu3oBaHHbIX MpU CO30aHUM CUCTEMbI  3alWmTbl  MHGOPMaUMM  MHEMOOPMALMOHHOM CUCTEMbI, MPOBOAATCSA
OOMNONHUTENbHbIE aTTECTAUMOHHBIE UCMbITAHUS B paMKax AeNCTBYIOLEro atTectaTta CoOOTBETCTBUA.

17.5. Beoa B AenictBMe MHAOPMALIMOHHOW CUMCTEMbI OCYLLECTBMASIETCA B COOTBETCTBMM C 3aKoHogaTenbCTBOM Poccuiickon depepauum o6 nHopmaumn,
MHPOPMALMOHHBIX TEXHOMOIrMAX 1 0 3awwmTte nHpopmauumn n ¢ ydetom FOCT 34.601 1 npu HanNU4umM atTecTata COOTBETCTBUS.

17.6. lHbOpMaLMOHHbIE  CUCTEMbI,  (DYHKUMOHUpYOLWME Ha 0a3e oblien UHGPacTpykTypbl (CPEACTB  BbIYMCIUTENBHOM  TEXHWKW, CEpPBEPOB
TENEeKOMMYHMNKaLUNMOHHOIro 000pYyaoBaHWs) B Ka4eCcTBE NPUKMNagHbIX CEPBMCOB, MOAMEXaT aTTecTaunm B COCTaBe yKa3aHHOW MHAPaCTPYKTYpbI.

B cniyyae, ecnu uHdopMaLmoHHasa cuctema cosgaetca Ha 6ase ueHTpa o6paboTKM AaHHbIX YMONTHOMOYEHHOro nuua, Takom LEeHTp obpaboTkM AaHHbIX
OOKeH ObITb aTTECTOBAH MO KMaccy 3allUMLLEHHOCTM He HKe Krnacca 3allMLWeHHOCTH, YCTaHOBIIEHHOIO A1 co34aBaemMolt MHDOPMAaLMOHHOM CUCTEMbI.

Mpn aTTecTaumm MHAOPMALIMOHHOMW CUCTEMbI OOSMKHbI MCMOMb3YTCS pPesyrbTaTbl aTTecTauumn obLiern MHPPaCcTPYKTypbl onepaTopa MHGOPMAaLMOHHOM
CUCTEMBI.

ObecneveHne 3amTbl MHpOPMAaLMK B XO4€E IKCMyaTauum aTTeCToOBaHHOM MHAOPMALIMOHHOM CUCTEMBI

18. ObecneyeHune 3almMTbl UHOPMaLUK B Xo4e SKCnlyaTaumMmn aTTeCToBaHHOM MHAPOPMALMOHHON CUCTEMbI OCYLLEECTBMSIETCS ONEPATOPOM B COOTBETCTBUM
C 3KCMnyaTaumMoOHHOW AOKYMEHTaUMEN Ha CUCTEMY 3alMTbl MHEOPMALMN 1 OpraHM3aLMOHHO-pacnopaauTeNbHbIMM JOKYMEHTaMM No 3awmte nHgpopmMauum
1 B TOM YKCIe BKIOYaET:



ynpasneHve (aAMUHUCTPUPOBAHNE) CUCTEMOW 3aLUTbl MHGOPMaLIMU MHAPOPMALIMOHHON CUCTEMbI;

BbISIBNEHME MHUMOEHTOB U pearMpoBaHne Ha HUX;

ynpasneHue KoHpurypaumen aTtecToBaHHOM MH(OPMALIMOHHON CUCTEMbI U €€ CUCTEMbI 3aLUUTbl UHGOPMaLNK;

KOHTPOIb (MOHUTOPUHS) 3a o6ecneyeHnemM ypoBHS 3alMLLEHHOCTY MHAOpMaLIMK, coaepKalleiics B MH(OPMaLMOHHOM cUcTeMe.
18.1. B xope ynpaBneHnus (adMUHUCTPUPOBAHWUSI) CUCTEMON 3aLLMThl MHGOPMaLKM MHOPMALIMOHHON CUCTEMBI OCYLLIECTBISAOTCS:

3aBegeHne n yaaneHune y4eTHbIX 3anucen nosib3oBaTenemu, ynpasiieHne noJIHOMoO4YnAamMmn nonb3oBaTenemn I/IH(*)OpM&LI,I/IOHHOI;I CUCTEMDbI U MnogaepXxaHue
npasus pasrpaHn4eHnd gocTtyna B I/IHCbOpMaLI,I/IOHHOIZ cucrteme;

ynpasrneHne cpeacTsamy 3almTbl UHAOPMaLUUM B MHAOPMALMOHHON CUCTeMe, B TOM 4Yucrie napameTpamyi HacTPOMKM MPOrpaMMHOro obecrieyeHus,
BKNiouasi nporpaMmHoe obecrieyeHre CpPeacTB 3alWuTbl  MHOPMAaUUK, yrpasrieHMe Y4YeTHbIMU 3anucsMU  Monb3oBaTerieil, BOCCTAHOBMEHWE
paboTOCNOCOBHOCTY CPEACTB 3aLUMTLl MHPOPMAaLIMK, FeHepaLIio, CMEHY U BOCCTAHOBIEHWE Naporeil;

ycTaHOBKa OOHOBMEHMI MporpaMMHOro obecneyeHusi, BKMOYasi nporpamMmHoe obecrnedeHne CcpeacTB  3awuTbl  MHGOPMauuM, BbiMycKkaeMblX
paspaboTymkamu (MPOM3BOAUTENAMM) CPEACTB 3aLUTbl MHDOPMALIMKN UIN MO UX NOPYYEHWIO;

LeHTPan1M3oBaHHOE ynpaBreHne CUCTEMOWN 3aLnTbl MHpOPMaL MM MHPOPMALMOHHON cUCTEMbI (NpY HEOBXOAUMOCTHN);
perncrpaumns n aHanuns cobblTUin B UHPOPMALIMOHHON CUCTEME, CBA3AHHBIX C 3aLUUTON MHopMaLmm (ganee - cobbiTusa 6e3onacHocTu);

NMHopMMpoBaHne nonb3oBaTenel 06 yrpo3ax 6e3onacHOCTM MHAOPMaLMK, O NpaBunax aKCnyaTauumnm CUCTEMbI 3aLUMTbl MHGOPMaLMN MHGOPMALIMO HHOM
CUCTEMbI U OTAENbHbLIX CPEACTB 3alLMTbl MHOPMaLMK, a Takke X O0yYEHNE;

COMpoBOXAEHNE (DYHKLUMOHMPOBAHUS CUCTEMbI 3aLUMTbI MHOpMaUMK UHGOPMALMOHHON CUCTEMbI B XOAE €€ 3KChryaTauuu, BKIYas KOPPeKTUPOBKY
3KCMNyaTauMOHHOW AOKYMEHTALMN HA HEE U OpraHM3aLMOHHO-PacNopsSAMTENbHbIX JOKYMEHTOB MO 3aluMTe MHGOpMaLMu;

18.2. B xoae BbISIBNEHUS MHUMOEHTOB U pearmpoBaHns Ha HUX OCYLLIECTBNSIOTCS:
onpenerneHne nuL, OTBETCTBEHHbIX 3a BbIABNIEHNE UHLUOEHTOB U pearnpoBaHne Ha HUX;

obHapyXeHne 1 WUOeHTUdUKAUUA WHUWOEHTOB, B TOM 4uMClle OTKa3oB B OOCnyxuBaHuM, cboeB (nepesarpy3ok) B paboTe TEXHUYECKMX CPEencCTB,
nporpaMMHOro obecrneyeHnss U cpeacTB 3aliMTbl MHOPMAaUMK, HapYLUEHWA MpaBuN pasrpaHMYeHust OOCTyna, HenpaBOMEPHbIX AeWCTBUIA No cbopy
NHGOPMaLUK, BHEAPEHNI BPEAOHOCHbIX KOMMbIOTEPHBIX MPOrpamMM (BUPYCOB) 1 UHbIX COOLITUIA, MPUBOASALLMNX K BOSHUKHOBEHW O MHLUNOEHTOB;

CBOEBPEMEHHOE MH(OPMUPOBAHME §WL, OTBETCTBEHHbLIX 3a BbISIBNIEHWE WHUMOEHTOB W pearvpoBaHWE Ha HUX, O BO3HUKHOBEHUW WHLUMOEHTOB B
MHPOPMALMOHHON CUCTEME NOMNb30BaTENSIMU U agMUHUCTPaTOpaMu;

aHanu3 UHUUOEHTOB, B TOM YMUCIE ONpeaeneHne UCTOYHNKOB M NMPUYMH BO3HMKHOBEHUS! MHLUMOEHTOB, a TAaKKe OLIeHKa MX NocrneacTBUM;



NNaHWPOBaHWe N MPUHATME MEpP MO YCTPAHEHWUI MHUMAEHTOB, B TOM YMUCIie NO BOCCTAHOBIEHMIO MHOPMALMOHHON CUCTEMbI U €e CEerMEHTOB B Cllyvae
oTkasa B 06CnyxmBaHMM unu nocne c60eB, yCTpaHEHWO NOCINEACTBUI HAPYLLUEHUS NpaBuN pasrpaHnyeHns 4oCTyna, HenpaBoMepHbIX AeWCTBMI No cOopy
NHOPMaLUN, BHEAPEHUS BPEAOHOCHbLIX KOMMbIOTEPHBIX MPOrpamMm (BUPYCOB) U MHbIX COBbLITUIA, MPUBOAALLMX K BOSHUKHOBEHWIO MHLUWAEHTOB;

nraHMpoBaHME N NPUHATME Mep MO NPeLoTBPAaLLEHNIO NMOBTOPHOIO BO3HUKHOBEHUS MHLIMOEHTOB.
18.3. B xoae ynpaBneHuns KoHurypauuen atteCToBaHHON MHAPOPMAaLIMOHHON CUCTEMbI U €€ CUCTEMbI 3aLUnTbl MHOpMaLmMn OCYLLECTBNAIOTCA:

nogaepxaHne KOHd)MpraLlI/II/I I/IH(*)OpM3LI,I/IOHHOI7I Cuctembl n ee CUCTeMbl 3allnThbl I/IHC*)OpMaLI,I/II/I (CprKTypr CUCTEeMbl 3alluThbl VIHd)OpMaLI,VIVI
I/IH(*)OpMElLI,VIOHHOVI CUCTeMbl, COCTaBa, MeCT YCTaHOBKM W MNapamMeTpoB HaCTDOVIKVI cpencTte 3allUThbl I/IHC*)OpMaLI,I/II/I, nporpamMmmMmHoro obecnevennsa wu
TEXHUYECKNX CpeﬂCTB) B COOTBETCTBMU C 3KCI'IJ'IyaTaLI,I/IOHHOIZ ,D,OKyMeHTaLLMGIZ Ha CuCTtemy 3allunTbl I/IHCbOpMaLI,I/II/I (nop,p,ep»(aHme 6asoBowu KOHCbI/IpraLWIM
MH(*)OpMaLLMOHHOVI CUCTEeMbI N ee CUCTEMbI 3allUTbI I/IH(*)OpMaLI,I/II/I);

onpeaeneHne nuu, KOTOpbiM paspelleHbl AeCTBUS MO BHECEHWIO M3MeHeHWl B 6Gas3oByt0 KOHGUrypauuio WMHGOPMALMOHHON CUCTEMbI U €e CUCTEeMbI
3aLLMThI MHDOPMALIMUK;

yrpaBrneHme U3MeHeHnsaMn 6a3oBon KOHUrypauumn MHpOpPMaLMOHHOM CUCTEMBI U €€ CUCTEMbI 3alMTbl MHGOPMaLMK, B TOM YMcre onpeaeneHme TMnoB
BO3MOXHbIX WM3MEHEHU 6a30BOM KOHGUrypaumm WMHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3almTbl MH(OPMaLUKN, CaHKLMOHWPOBAHWE BHECEHUS
N3mMeHeHun B 6a30BYy0 KOHUrypaumio MHGPOPMALMOHHON CUCTEMBbI U €e CUCTEMbI 3almTbl MHbOpMaUnUn, OOKYMEHTUPOBaHWE AEWCTBUN MO BHECEHUHO
N3MeHeHUN B 6a3oByl0 KOHGUrypaumio MHPOPMALMOHHOM CUCTEMbI U €€ CUCTEMbI 3alUMTbl MHCOPMaUMN, COXPaHEHNE OaHHbIX 06 M3MeHeHUAx Ga3oBou
KOHdpurypaumm MHOPMaLMOHHOW CUCTEMBI N €€ CUCTEMBI 3aLUTbl MHPOPMaLUK, KOHTPOMb AEACTBUA NO BHECEHMIO U3MEHEHMI B BA30BY KOHUrypaLmo
MHGOPMALMOHHOM CUCTEMbI U €€ CUCTEMBI 3aLUThbl MHGOPMaLMK;

aHanuM3 MnoTEeHUManbHOro BO3OENCTBUS MIaHUPYEMbIX W3MEHEHUM B 06a3oBoW KOHUrypaumm WMHPOPMAaLMOHHOM CUCTEMbI U €€ CUCTEMbI 3aluThbl
MHpopMauumn Ha obecneyeHne 3almTbl MHGOPMaLNN, BO3HUKHOBEHME [LOMOSHUTENbHBLIX Yrpo3 6e30onacHoCTM MHdopMaumMmM u paboTocnocobHOCTb
MHGOPMaLMOHHOW CUCTEMBI;

onpeaerneHne napameTpoB HaCTPOWKU MporpaMMHOro oGecrneyeHusl, BKMoYasi nporpaMmmHoe oGecrnevyeHne CPeacTB 3almTbl MHopMaummn, coctasa U
KOHUIypauum TEXHUYECKUX CPEACTB M NPOrpaMMHOro obecriedyeHns 40 BHECEHUS] M3MEHEHWIA B 6a30BY0 KOHUIypaLmio MHOPMALIMOHHON CUCTEMbI U ee
CUCTEMbI 3aLMTbl UHOPMALINN;

BHECEHNE WHopMauun (gaHHbIX) 00 M3MEHEHUAX B 0a30BOM KOHUrypaumm MHPOPMALMOHHOW CUCTEMbI U €€ CUCTEMbI 3aluTbl MHGopMauun B
3KCMyaTauNoHHYK OKYMEHTALMIO HA CUCTEMY 3aLUMTbl MHCpopMaLUMn MHAOPMALIMOHHOW CUCTEMBI;

NPUHATME peLleHns no pesynbTaTam YnpaefeHus KoHdurypaumMern O MOBTOPHOM aTtTecTtaumm MHEGOPMAUMOHHOW CUCTEMbI WM MPOBEAEHUN
OOMONHUTENbBHbBIX aTTECTAUMOHHBIX UCTbITAHUN.

18.4. B xope KOHTpons (MOHMTOpMHra) 3a obecrneyeHMeM YPOBHSI 3alUMLEHHOCTM MHopMaumu, cogepawenca B MHAOPMALUMOHHOW CUCTEME,
OCYLLIECTBMSAIOTCH:

KOHTPOJb 3a COobbITUSIMM 6E30NacHOCTU U AENCTBUSMM NONb3oBaTenen B UHPOPMaLMOHHOW CUCTEME;

KOHTpOIb (aHann3) 3aWwuLeHHOCTN MHopMaLmn, cogepalencs B MHpOpMaLNOHHON CUCTEME;



aHalnnm3 1 OueHKa (byHKLl,VIOHI/IpOBaHI/IFI CUCTEeMbIl 3allnThbl I/IHCbOpMaLI,VIVI VIH(*)OpMaLl,I/IOHHOIZ CUCTEMDI, BKIlOYMaA BbiABIIEHME, aHalinM3 W YyCTpaHeHune
HeOOoCTaTKOB B (byHKLI,VIOHVIpOBaHI/II/I CUCTEeMbI 3allThbl I/IHd)OpMaLI.I/II/I I/IHd)OpMaLI,I/IOHHOVI CUCTEMDI;

nepmop,mqecmﬁ aHanm3 naMmeHeHud yrpos BesonacHocTu VIHCbOpMaLI,VIVI B I/IH(*)OpMaLI.I/IOHHOIZ cucremMe, BO3HUKarLWKMX B XoOe ee 3KcnJyataunn, n npuHAaTne
Mep 3alnTbl I/IHd)OpMaLI,VIVI B Clly4dae BO3HMKHOBEHUA HOBbIX Yrpo3 ©esonacHocTn I/IHCbOpMaLI,VIVI;

OOKYMEHTUPOBaHME npouenyp M pes3ynbTaToB KOHTPONSA (MOHMTOpMHra) 3a obecrneyeHueM YpPOBHA 3alLMLLEHHOCTU MHGOpMauMW, codepxaliencsa B
MHOPMAaLMOHHOW CUCTEME;

NPUHATME peLUeHnst No pesyribTaTtaM KOHTPOsst (MOHUTOpWUHra) 3a obGecrnevyeHMeM YPOBHS 3alUMLLEHHOCTM MHGopMauMn o gopaboTke (MogepHu3aumm)
CUCTEMbI 3alUMTbl MHOPMaUMN MHAOPMALIMOHHON CUCTEMbI, MOBTOPHONM aTtTecTauun WUHEPOPMALMOHHON CUCTEMbI UMM MPOBEAEHUN OOMOSNHUTENbHbLIX
aTTeCTaUMOHHbIX UCMbITAHWNA.

ObecneveHune 3amTbl HOPMaLMK NpU BbIBOAE M3 SKCMNyaTalumMm aTTeCTOBAHHON NHOPMALMOHHON CUCTEMbI UK NOCIE NPUHATUSA peLleHnst 06
OKOH4YaHUKn 06paboTkn MHopMaLmm

19. O6ecneyeHre 3aWwnTbl MHOPMaLUK MpU BbIBOAE M3 IKCMyaTaumuy aTTeCTOBAHHON MHMOPMALIMOHHOM CUCTEMbI UAN MOCIE MPUHATUSA pelleHns o6
OKOHYaHUM 06paboTKM MHGOPMALMM  OCYLLECTBNSETCS OMNEPaTtopoM B COOTBETCTBUM C SKCMIyaTaUUOHHOW [OKYMEHTaUMen Ha CUCTEMY 3aliuTbl
NMHpopMauun NHHOPMaLMOHHON CUCTEMBI U OPraHN3aLMOHHO-PacnopsANTErbHBIMM JOKYMEHTaMM Mo 3aLmnTe MHPOpMaLmMm U B TOM YMCIe BKINOYaeT:

apxuBupoBaHue nHdopmaumm, cogepkaencsa B MHOOPMaLUMOHHON CUCTEME;

YHUYTOXEHNE (CTMPaHME) OaHHbIX U OCTATOYHOWM MHAOPMaUMM C MaLUUHHBLIX HOCUTENen MHGOpMaumMm 1 (MNKU) YHUYTOXEHME MALLMHHBIX HOCUTENEN
nHdopmaLmu.

19.1. ApxuBupoBaHMe uHGOPMaUMK, coaepxalencsa B MHPOPMALMOHHOMW CUCTEME, OOJDKHO OCYLLECTBMASATLCA MNMPU HEOOXOAMMOCTM OanbHEenLero
Ncnonb3oBaHMs MHopMaLUUK B AeATENbHOCTM onepaTtopa.

19.2. YHUYTOXEHUE (CTUPaHME) AaHHbIX U OCTaTOYHOW MHpOPMaLMM C MaLUMHHBIX HOCUTENen NHgopMaLmy NPOM3BOAMTCS NP HEOBXOAMMOCTU nepeaayn
MaLUMHHOIO HOCUTENs MHdopMauuMm OpyroMy nonb3oBaTento MHOPMAaLMOHHOW CUCTEMbI UMM B CTOPOHHWE OpraHu3auuMv Ot peMOHTa, TEXHUYECKOro
06CNyXMBaAHUS UNW AANbHENLLETO YHUYTOXEHNS.

Mpu BbIBOAE M3 3KCMNyaTaLUun MaLUUHHBIX HOCUTENEN MHopMaLMm, Ha KOTOPbIX OCYLLECTBISANNCE XpaHeHe 1 0bpaboTka MHopmaL MK, oCcyLLeCTBISETCS
PU3NYECKOE YHUUTOXEHNE ITUX MALLUMHHBIX HOCUTENEN MHpopmaunn.

Ill. TpeboBaHus kK Mepam 3aLUMTbl MHOOPMaLUK, COAEPKaLLENCS B MHPOPMaLIMOHHOM CUCTEME



20. OpraHu3aumoHHble U TeXHUYeckne Mepbl 3aliMTbl MHpOpMauuu, peanudyemble B MH(OPMAaUMOHHOW CUCTEME B paMKax €e CUCTEeMbl 3aluuTbl
nHopMaLun, B 3aBUCMMOCTM OT Yrpo3 6Ge3onacHOCTU MHOPMaUMK, UCMOMb3YEMbIX MHPOPMALUMOHHBIX TEXHOMOMUA U CTPYKTYPHO-(YHKUMOHAMbHbBIX
XapaKkTepUCTUK MHPOPMAaLMOHHOW CUCTEMbI AOMKHbI 0GecneunBaThb:

noeHTnduKaLmio n ayteHTndmrkaumo cybbekToB AOCTyna U 06GBEKTOB 4OCTYNA;
yrpaeneHne JOCTYNoM CyOBbEKTOB AOCTYyna K 00bekTam SOCTyna;

orpaHuyeHne nporpammMHon cpeasbl;

3aLUNTY MaLUMHHBIX HOCUTENen nHopmaumu;

perncrpaumnio cobbiTMin 6e30nacHoOCTY;

AHTVBUPYCHYIO 3aLuuTy;

obHapyXeHune (npegoTBpaLleHne) BTOPXKEHUN;

KOHTpOnb (aHanu3) 3aluLLeHHOCT MHAOPMaLImK;

LL&NOCTHOCTb MH(POPMALIMOHHON CUCTEMBI U MHGDOPMaLINWK;

OOCTYMHOCTb MHpopmaunu;

3almnTy cpeabl BUpTyanu3auuu;

3aLUNTY TEXHUYECKUX CPEACTB;

3aLWmTy MHAOPMALIMOHHOW CUCTEMBI, €€ CPEACTB, CUCTEM CBA3U U Nepefayn AaHHbIX.

CoctaB Mep 3awmuTbl MHoOpMauum 1 Mx O6as3oBble HabOPbl ANsi COOTBETCTBYHLUMX KMAaCcCOB 3aLUMULLEHHOCTU WMH(OPMALMOHHBIX CUCTEM MPUBEAEHLI B
npunoxeHun N 2 k Hactosiwmum TpeboBaHUAM.

20.1. Mepbl N0 naeHTUUKaUumn 1 ayTeHTMdunkaumm cyobekToB 4OCTyNa U 0ObEKTOB AOCTYNa LOMKHbI 0b6ecneynBaTb NPUCBOEHNE CyObekTam U 0ObekTam
OOCTyNa YHWMKamnbHOro npuaHaka (noeHTudukaTopa), CpaBHEHWE MNPeAbABASEMOro cyobektoM (06bekToMm) pocTyna uaeHTudukatopa € nepedyHeM
MPUCBOEHHbLIX MAEHTUUKATOPOB, a Takke MNPOBEPKY MPUHAOJIEXHOCTM CyObekTy (00bekTy) [ocTyna npeabsaABlEHHOro WM MaeHTudmkaTopa
(noaTBepxaeHe NOANNHHOCTN).

20.2. Mepbl Mo ynpaBneHnto AoCTynoM cy6bekToB A0oCTyna k 06bekTam AOCTyna AOMKHbI 0becrneunsaTh ynpaBneHue npaBaMu v NpUBUNIErUsiMU CyGbeKkToB
AOCTyna, pasrpaHUYeHne 4ocTyna cybbekToB 4OCTyna Kk 06bekTam 4oCTyna Ha OCHOBE COBOKYMHOCTU YCTAHOBMEHHbIX B MHDOPMAaLMOHHOW cUCTEME MpaBu
pasrpaHuyeHust 4ocTyna, a Takke obecneunBaTb KOHTPOSb COBMOAEHMS STUX NpPaBuI.

20.3. Mepbl NO OrpaHUYeHUIO MPOrpaMMHON Cpedbl AOMKHbI obecrneymBaTb YCTAHOBKY W (MNM) 3anyck TONbKO pa3peLleHHOro K WUCMONIb30BaHUIO B
MHGOPMAaLMOHHOM CUCTEME MPOrpamMMHOro obecrneyeHns UM MUCKINYaTb BO3MOXHOCTb YCTAHOBKM U (MNK) 3amnycka 3anpeLlueHHOro K MCMofb30BaHUK B
MHOPMaLMOHHON cUCTeEME NPOrpamMmmMHOro obecneyeHus.



20.4. Mepbl No 3awWuTe MalMHHbIX HocuTenen uHdopMaumm (cpeactBa 06pabOTKM (XpaHEHUs!) MHOPMaUMK, CbEMHble MalUMHHbIE HOCUMTENK
NHOPMaLMM) OOMKHbI UCKMYaTb BO3MOXHOCTb HECAHKLUMOHMPOBAHHOIO AOCTYMNa K MalUMHHBIM HOCUTENSAM M XPaHSLLENCS Ha HUX MHOpMaLMK, a Takke
HecaHKLMOHMPOBaHHOE UCMONb30BaHNE CbEeMHbIX MaLLUUHHbIX HOCUTENen MHopMaLmn.

20.5. Mepbl no perncrpaumm cobbiTnin 6e30MacHOCTU A0MKHbI 06ecrnednBaTth cbop, 3annck, XpaHeHne 1 3almuTy nHdopMaLun 0 cobbITUAX 6e30MacHoCT B
NHMOPMAaLIMOHHONM CUCTEME, a Takke BO3MOXXHOCTb NMPOCMOTPa U aHanunsa MHOopMaLun 0 Taknx CoBbITUAX 1 pearmpoBaHue Ha HUX.

20.6. Mepbl NO aHTUBMPYCHOW 3alimMTe [OSMKHbI obecneumBaTb OOHapyXeHue B WMHEPOPMALMOHHOW CUCTEME KOMMBHOTEPHbLIX Mporpamm nnbo WHOM
KOMMbIOTEPHOW MHDOPMaLMK, NpefHa3HaYeHHON AN HECAHKLNOHMPOBAHHOMO YHUUTOXEHNS, BroKMpoBaHMs, Moandmrkaumm, KonmpoBaHNSa KOMMbOT EPHOM
WMHbopMaLmUmn nnm HemTpanm3auum CPeacTs 3allmTbl MHOPMaLMK, a TaKkke pearmpoBaHue Ha oBHapyXeHre aTuxX NporpaMm 1 MHopmMaLmn.

20.7. Mepbl N0 oGHapyxeHWo (NpeaoTBpaLLEeHU0) BTOPXKEHWUI [OSKHbl obecneyvBaTb OOHapyXeHWe [OeNcTBUA B WHGOPMALMOHHOW cucTeme,
HanpaBreHHbIX Ha NpefHaMepPeHHbI HECAHKLIMOHMPOBAaHHbIA OOCTYN K MHOpMauuu, cneumanbHble BO3AencTBUS Ha MHGOPMALMOHHYIO CUCTEMY U (MNK)
NHOPMaLMIO B LieNsX ee A00bIBaHNS, YHUUTOXEHUS, UCKaXKeHMS1 U GIOKMPOBaHMs 4OCTyna K MHopMaLun, a Takke pearMpoBaHue Ha 3T AeiCTBUS.

20.8. Mepbl N0 KOHTPONMO (aHanM3y) 3aLmLEHHOCTU NHOPMAaL MK OOMKHbI o6ecnednBaTh KOHTPOSb YPOBHS 3aLLULLIEHHOCTM MHAOPMaLIMK, CoaepXaLLencs
B MHOPMALMOHHOW cUcTeMe, NyTeM MPOBeOEeHUS MEPONPUATUIA MO aHann3y 3aluLeHHOCTU MHAOPMAaLMOHHON CUCTEMbI U TECTUPOBAHUIO €€ CUCTE Mb
3aWunTbl MHopMauuUn.

20.9. Mepbl no obecneyeHno LEMNOCTHOCTM WHAOPMALMOHHON CUCTEMbI U MHGOPMauUMM AOMKHbI obecneymBatb OOHapyxeHne akToB
HECaHKLMOHMPOBAHHOIO HapyLlleHUsl LEeMNoCTHOCTM MHAOPMAaLUMOHHON CUCTEMbl W CcOoAdepXallencs B Hel uHdopmauuu, a Takke BO3MOXHOCTb
BOCCTaHOBMNEHUSI MHOOPMALIMOHHOW CUCTEMBI N COAEpKaLLencs B HEN nHdopmaumn.

20.10. Mepbl no obecnevyeHnto AOCTYNHOCTM UHpOpMaLMK OOIMKHBI 06ecneymBaTb aBTOPM30BaHHbLIA AOCTYN NOMb30BaTeNEN, MMEKLWMNX NpaBa No TakoMy
J0CTyny, K nHdopmaLmu, cogepkallencs B MHPOPMaLMOHHON CUCTEME, B LUTATHOM pexumMe YHKLMOHUPOBaHNSA MH(OPMALMOHHON CUCTEMBI.

20.11. Mepbl no 3awmTe cpebl BAPTYanu3auum AOMKHbI UCKTYaTh HECaHKUMOHMPOBAaHHBLIA JOCTYN K MHopMauum, obpabaTtbiBaeMon B BUPTYaribHOM
NMHPPaCTPYKTYpPE, M K KOMMOHEHTaM BUPTYarbHOM MHAPACTPYKTYPbl, @ Takke BO3AENCTBME Ha MHOPMAaLMIO U KOMMOHEHTLI, B TOM YMCIIE K CpeacTBam
yrpaBreHns BUPTyaribHON MHAPACTPYKTYPOW, MOHUTOPY BUPTYalbHbIX MalUMH (TMNEepPBU30PY), CUCTEME XPaHEHUSA LaHHbIX (BKIHOYAA CUCTEMY XPaHEHMUS
00pa3oB BMPTyanbHOW WHPaCTPyKTypbl), CETU Nepedayn LaHHbIX 4Yepe3 3SfIEMEHTbl BUPTYanbHOW UMK PU3NYECKON WHAPACTPYKTYpbl, FOCTEBLIM
onepaLyMoHHbIM CUCTEMaM, BUPTYarbHbIM MallMHaM (KOHTEMHEpPaM), CUCTEME U CETU PennmKaumm, TeEpMUHaNbHbIM U BUPTYalnbHbIM YCTPOWCTBaM, a Takke
CUCTEME PE3EPBHOrO KOMMPOBAHNA M CO34aBaEMbIM €0 KOMUSIM.

20.12. Mepbl MO 3awWwmTe TEXHUYECKMX CPencTB AOSDPKHblI WCKMYaTb HECAHKUMOHWPOBAHHBLIN OOCTYN K CTaUMOHapHbIM TEXHUYECKMM CpeacTBaM,
obpabaTbiBaloLMM MHOpPMaLMIo, CpeacTBam, obecneymBalowmnM (OYHKUMOHUMPOBaHNE WMHGOPMAaLMOHHON CUCTEMbI (Qanee - cpeacTBa obecneveHus
hyHKLMOHNPOBAHHNS), 1 B MOMELLEHNS], B KOTOPbIX OHW NMOCTOSHHO PaCMONOXeHbI, 3aLUTy TEXHUYECKUX CPEACTB OT BHELLUHUX BO3AENCTBUN, a Takke 3almnTy
NMHOpMaLMK, NpeacTaBeHHoN B BUAEe MHAPOPMATUBHBIX 3NIEKTPUYECKNX CUTHANOB N (PU3NYECKUX MOSIEN.

20.13. Mepbl Mo 3awwmTe MHPOPMALMOHHON CUCTEMbI, €€ CPEACTB, CUCTEM CBA3M M Nepedayn AaHHbIX OOSMKHbI 0becneynBaTtb 3aWwmnTy MHAGOPMaLUK Npu
B3aMMOOENCTBUN  MHAOPMALMOHHON CUCTEMbI UM €€ OTAEeNIbHbIX CErMEHTOB C  MHbIMM WH(OPMALMOHHLIMKM CUCTEMaMU U MHAOPMALIMOHHO-
TENEeKOMMYHUKALUNOHHLIMU CETAMW MOCPEACTBOM MPUMEHEHUS] apXUTEKTYPbl MHAPOPMALIMOHHON CUCTEMbI, MPOEKTHbIX PELUEHU MO ee CUCTEME 3alluThbl
MHdOpMaLKMK, HanpaBneHHbIX Ha obecneveHne 3aWwmnTbl UHOPMaLU.



21. Bbibop mMep 3awwmThbl MHpopMaLMKn Ans nx peannsaummn B MHOPMaLMOHHOW CUCTEME B paMKax ee CUCTEMbI 3aLUTbl MHpOpMaLMK BKIOYaET:

onpenenexHne 6asoBoro Habopa Mep 3alnUTbl MHAOPMAaLIMK AN YCTAHOBMEHHOrO Krnacca 3allULLEHHOCTU MH(OPMAaLIMOHHOW CUCTEMbI B COOTBETCTBUU C
Ga3oBbIMU HabopamMu Mep 3alUTbl UHOPMAaLMK, NPUBEAEHHBIMU B NpunoxeHun N 2 k HacTosawmm TpeGoBaHNaM;

aganTtaumio 6aszoBoro Habopa mMep 3aWwmUTbl MHPOPMaLUUK NPUMEHUTENBHO K CTPYKTYPHO-(PYHKUMOHANbHBIM XapakTepucTMkam MHAPOPMaLMOHHOW CUCTEMDI,
NHOPMALMOHHBIM TEXHOMOMNSIM, 0COBEHHOCTAM (DYHKLIMOHMPOBAHNS MHAPOPMAaLMOHHOW CUCTEMbI (B TOM 4YMCre NpeaycMaTpUBatOLLYO UCKIIOYEHWE U3
6asoBoro Habopa Mep 3awuTbl MHGPOPMaUMU Mep, HEMOCPEACTBEHHO CBSI3aHHbIX C WH(OPMALMOHHLIMA TEXHOMOMMSIMU, HE UCMONb3yeMbIMU B
NHOPMALMOHHOWN CUCTEME, UMN CTPYKTYPHO-(PYHKLMOHABbHBIMU XapaKTePUCTMKaMU, HE CBOMCTBEHHBIMIU MHEOPMALIMOHHON cUCTEME);

yTO4YHEHVe aganTupoBaHHoro 6asoBoro Habopa Mep 3almnTbl UHOPMALMK C Y4eTOM He BbliOpaHHbIX paHee Mep 3aluTbl MHOPMaUMK, NPUBEAEHHbIX B
npunoxennn N 2 k HacToswmm TpeboBaHusiM, B pesynbTaTe Yero onpemensitoTcs Mepbl 3awuTbl MHGPOpMauuKn, obecneuymsatowme GrnokMpoBaHue
(HenTpanusaumio) Bcex yrpo3 6esonacHocTy NHGOpMaLmn, BKITIOYEHHbIX B MOAENb yrpo3 6e3onacHocTn MHgopmMaumm;

OonoJjiHeHne yToOYHEeHHOro aganTupoBaHHOIo ©a30Boro Ha6opa Mep 3alnTbl I/IH(*)OpMaLI,I/II/I mMepamu, obecneunBaroLLMMN  BbIMOSTHEHUE TpeGOBaHMIZ (o}
3alunTte I/IHd.)OpMaLI,VIVI, yCTaHOBJ1EHHbIMWA UHBbIMW HOPMaTUBHbLIMW NMPaBOBbIMWA akTaMun B obnacTtu 3awwmnTbl I/IH(*)OpMaLI,I/II/I, B TOM 4ucrie B 06rnacTtu 3alm bl
nepcoHarnbHbIX OAaHHbIX.

Ona Beibopa mMep 3awmTbl MHOPMaUMM ANA COOTBETCTBYHLLErO Krnacca 3aliMLeHHOCTM WHEMOPMALMOHHOW CUCTEMbI MPUMEHSIOTCA MeToaudeckme
OOKYMeHTbI, pasdpaboTaHHble 1 yTBepxaeHHble PCTIK Poccun B cooTBeTcTBMM C noanyHkTom 4 nyHkta 8 [lMonoxeHna o PepepanbHon cnyxbe no
TEXHNYECKOMY M 3KCMOPTHOMY KOHTPOJIO, YTBEPXKOEHHOrO Yka3om lNpeangeHTta Poccuiickon ®enepauum ot 16 aBrycta 2004 r. N 1085.

22. B MHOpMaLMOHHON CUCTEME COOTBETCTBYHOLLIENO Kracca 3allUMLLEHHOCTM B paMKax ee CUCTEMbI 3almTbl MHGOpMaLuM OOSMKHbI ObiTb peann3oBaHbl
Mepbl 3aWwmnTbl MHGOPMaLMK, BbIODpaHHbIE B COOTBETCTBUKM C MyHKTOM 21 HacToswmx TpeboBaHunm n obecnevmBatolime ONOKMpoBaHWe (HenTpanusauuio)
BCEX yrpo3 6e3onacHoCcTn nHopmaumm.

[Mpn 3TOM B MHGOPMALMOHHOW CUCTEME AOSMKEH OblTb, KAk MWHUMYM, peanv3oBaH afanTUpOBaHHbLIN Ga3oBbIi HAabop Mep 3awmnTbl MHAOPMaLMK,
COOTBETCTBYIOLLMI YCTAHOBMEHHOMY Kaccy 3alUMLEeHHOCTM MHPOPMALIMOHHON CUCTEMBI.

23. Mpn HEBO3MOXHOCTWN peanu3aumm B UHOPMAaLMOHHON CUCTEME B pamMKax €e CUCTEMbI 3alunTbl MHAOPMaLMM OTAENbHbIX BblOpaHHbLIX MEpP 3aLLuTbl
MHopMauumn Ha atanax agantaumm 6a3oBoro Habopa Mep 3awWuTbl MHGPOPMALMM UM YTOYHEHUSA afanTMpoBaHHOro 6as3oBoro Habopa Mep 3aluTbl
MHopMauum MoryT paspabaTbiBaTbCa  MHble (KOMMEHCMPYHOLME) Mepbl  3alinTbl MHGopMauun, obecneynBarolne aneksatHoe ONokMpoBaHue
(HemTpanusaumio) yrpo3 6e30nacHOCTM MHAOPMALIMN.

B atom cnyyae B xoge pa3paboTkuM cUCTeMbl 3awwyTbl MHOpPMaLMM MHAOOPMAaLMOHHONW CUCTEMbl OOMKHO OblTb NMpoBegeHO 0BOCHOBaHWME MPUMEHEHUS
KOMMEHCMPYIOLWLMX Mep 3aluTbl MHPOPMALMK, @ MpU aTTeCTaUMOHHbIX UCTBITAHUSIX OLEeHEeHa AOCTaTOYHOCTb U aAeKBaTHOCTb AaHHbIX KOMMEHCUPYHOLLMX
Mep A5s 6rnokMpoBaHusa (HEWTpanuaaumm) yrpo3 6e3onacHocT MHoOpMaLni.

24. Mepbl 3almTbl MHGOPMaLMM BbIOMPaOTCH 1 peannuaytoTcs B MH(OPMALMOHHOM CUCTEME B paMKax ee CUCTEMbI 3alnTbl MHOPMaUUnN C y4eTOM Yrpo3
6e3onacHoCTV MHpopMaLMK NPUMEHNUTENBHO KO BCeM OObekTam U cydbekTam AOCTyna Ha annapaTtHOM, CUCTEMHOM, NMPUKIagHOM U CETEBOM YPOBHSIX, B
TOM yucrie B cpefe BupTyanusauum n obnayHbiX BbIMUCIIEHWUNA.



25. OpFaHVISGLI,VIOHHbIe Mepbl 1 cpeacTBa 3alluThbl I/IH(*)OpMaLI,I/II/I, npuMeHdAeMble B VIHd)OpMaLI,VIOHHOPI cucteme, OOMKHbI 06ecneynBaThb:

B I/IH(*)OpMaLI,VIOHHbIX cuctemax 1 knacca 3alUMLLEHHOCTN — 3alnTy OT yrpos BesonacHocTu VIHd)OpMaLI,VIVI, CBSA3aHHbIX C AEeNCTBUSMU HapyLLIVITeJ'IeVI C
BbICOKMM NOTEHUMAIIoOM;

B I/IHCbOpMaLI,VIOHHbIX cuctemax 2 kracca 3awuueHHOCTU — 3aunTy OT yrpos ©esonacHocTu MHCbOpMaLWIVI, CBSA3aHHbIX C OENCTBUAMMU Hapyu.u/lTene|7| C
noTeHuuMarioMm He HM>xxe yCuneHHoro ©6a30B0ro;

B MH(IbOpMaLI,VIOHHbIX cuctemax 3 kracca 3awuLeHHOCTU — 3aunTy OT yrpos ©esonacHocTu MHd)OpMaLWIVI, CBSA3aHHbIX C AENCTBUSIMU HapyLUMTeﬂeVI C
noTeHUManom He HMxe 6a3oBoro.

lMoTeHUMan Hapywmutenen onpenensercsas B XOAe OLEHKM UX BO3MOXHOCTEW, NMPOBOAUMOWN Npwu onpedeneHun yrpo3 6e3onacHoOCTU mHdopmaumn B
COOTBETCTBUM C NYHKTOM 14.3 HacTosawmx TpeboBaHwmi.

OnepaTopOM MOXET ObITb NPUHATO pelleHne O NnpuMmeHeHun B MH(*)OpMaLI,I/IOHHOIZ cuncrteme COOTBETCTBYKLLEro Krnacca 3alnueHHOCTM Mep 3aliuTbl
MH(*)OpMaLI,MM, obecneunBaroLLmx 3alunTy OT yrpos ©es3onacHocTu I/IH(*)OpMaLI,I/II/I, peannsyemMblX HapywmnTenamm c ©onee BbICOKMM MOTEHLINAMNOM.

26. TexHu4yeckne Mepbl 3alnTbl UHGOPMaLUN peanu3yroTcsl NocpeacTBOM MPUMEHEHUSI CPEACTB 3aluTbl MHGOPMauuM, B TOM 4YUCIEe MpPOrpaMmmHbIX
(nporpammHo-annapaTHbIX) CPEACTB, B KOTOPbIX OHWU pearnn3oBaHbl, UMEILLMX Heobxoaumble pyHKUMM BesonacHocTu. Mpu aTom:

B MH(OPMALMOHHBLIX cucTeMax 1 Krnacca 3allMLEHHOCTUM MPUMEHSIIOTCH CPEeACcTBa 3alWmTbl MHGOPMAUMM He Huxke 4 knacca, a Takke cpeacTea
BbIMUCIUTENBHOM TEXHWUKN HE HXKe 5 Knacca;

B WMH(OPMALMOHHBIX CUCTEMAxX 2 Knacca 3allMLEHHOCTM MPUMEHSIIOTCA cpeacTBa 3almTbl MHAOpMauMm He HWXKe 5 knacca, a Takke cpeacTBa
BbIYMCNUTENBHOM TEXHUKN HE HMXKe 5 Knacca;

B MH(OPMALMOHHBIX cucTeMax 3 Kracca 3aluLeHHOCTU NMPUMEHSIOTCS CPeACcTBa 3alunTbl MHopMauum 6 Kracca, a Takke CpPpeAcTBa BblYMCIIUTENbHOM
TEXHUKN HE HMKe 5 knacca.

B MHgopMaLMOHHbIX cuctemax 1 n 2 KnaccoB 3alUMLLEHHOCTM MPUMEHSIIOTCA CpeacTsa 3allumTbl MHopMaumm, npolwlegLume NpoBepKy He Huke vyem no 4
YPOBHIO KOHTPOSSI OTCYTCTBUS HEAEKTAPUPOBAHHBLIX BO3MOXHOCTEN.

Knacchbl 3awmtbl onpegenstoTcss B COOTBETCTBUM C HOPMaTMBHbIMK npaBoBbiMy akTamu ®CTIK Poccun, nsgaHHbIMM B COOTBETCTBUM C nognyHKTom 13.1
nyHkTa 8 MNonoxeHus o PenepanbHON cnyxbe No TEXHNYECKOMY M SKCMOPTHOMY KOHTPOJS0, YTBEPXKAEHHOro Ykasom [NpesngeHTta Poccuiickon depepaunm
oT 16 aBrycta 2004 r. N 1085.

B nHOpPMaUMOHHBIX cMCTeMax MPUMEHSIIOTCS CpeacTBa 3alnTbl MHpopmaLmKn, cepTurLUMpPOBaHHbIe Ha COOTBETCTBME 0bsi3aTenbHbIM TpeboBaHMAM MO
6e3onacHocTn MHopMaummn, yctaHoBneHHbiM ®PCTOK Poccumn, nnm Ha cooTBETCTBME TPEOOBaHUAM, YKa3aHHbIM B TEXHUYECKMX YCMOBUSAX (3adaHusX Mo
6esonacHocTn). MNpun aTOM hyHKLMM 6E30MaCHOCTM TaKUX CPEACTB AOMKHbI 00ecneyvmBaTh BbINOIHEHNE HacToALWMX TpeboBaHWA.

27. B cnyyae o6paboTkm B MHOOPMAaLMOHHOW CUCTEME MHGOPMaLIMK, coaepKaLlell nepcoHarnbHble OaHHble, peannayemMble B COOTBETCTBUM C MyHKTaMu 21
n 22 HacToswmux TpeboBaHU Mepbl 3aLLMTbl MHOPMaLNN:

A5 tHopMaLMOHHOM cucTembl 1 knacca 3awmieHHocTn obecneunsatoT 1, 2, 3 n 4 ypOBHM 3aLLMLLEHHOCTM NEPCOHANbHbIX aHHbIXY;



AN UHADOPMALIMOHHOW CUCTEMbI 2 Kracca 3allyLLeHHOCT obecneydnBatoT 2, 3 1 4 ypoBHM 3aLLULLIEHHOCTU NEPCOHarnbHbIX AaHHbIX?;
AN MHAPOPMALIMOHHONM CUCTEeMbl 3 Kracca 3allyLeHHOCTM obecneunBatoT 3 1 4 ypOBHU 3aLLMLLIEHHOCTU NEPCOHanbHbIX AaHHbIX!.

28. Mpn ncnonb3oBaHMM B MHGPOPMALMOHHBIX CUCTEMAX HOBbIX MH(OPMALMOHHBLIX TEXHOMOMMIA WM BbISBIEHUN LOMOSTHUTENbHbBIX Yrpo3 6e3onacHoCTU
NHopMaLuMK, ONs KOTOPbIX HE onpeaeneHbl Mepbl 3aWuUTbl MHOPMaLUMK, OOMKHbI paspabaTtbiBaTbCsl KOMMEHCUPYHOLLME MEPbl B COOTBETCTBUN C MYHKTOM
23 HacTosiwmx TpeboBaHuA.

YcTaHaBnuBaeTcs B COOTBETCTBUM ¢ TpeboBaHMSAMM K 3aLUMTe NepCOHanbHbIX AaHHbIX NpU ux 06paboTke B MHPOPMALMOHHbBIX CUCTEMAX NEPCOHAarbHbIX
OaHHbIX, YTBEPXAEeHHbIMU NnocTaHoBneHveM MpasuTtensctBa Poccuickon Pegepaumm ot 1 Hos6psa 2012 r. N 1119.

MpunoxeHne N 1

kK TpeboBaHuaM 0 3awmuTe nHopmaumm,

He COCTaBNAOLLEN rOCYOapCTBEHHYIO TalHy,
cofepkallencs B rocygapCTBEHHbIX

MHOPMALMOHHBIX CUCTEMAX

OnpepgeneHue Knacca 3awmLeHHOCTU MH(POPMALMOHHON CUCTEMDI

1. Knacc sawmieHHoCT! nHpopMaumoHHon cucteMbl (nepBbivi knacc (K1), BTopoin knacc (K2), Tpetun knacc (K3)) onpegensaeTtcs B 3aBUCMMOCTU OT YPOBHS
3Ha4YMMocTn umHGopmaumm (Y3), obpabaTbiBaemMon B 3TOM WMHGOPMALMOHHOW cucTeMe, U MacwTaba WMHEPOPMaLMOHHOM cucTemMbl (benepanbHbii,
pernoHanbHbIN, 0O LEKTOBBIN).

Knacc sawmeHHoct (K) = [ypoBeHb 3HAa4YMMOCTM MHpOpMaLMK; MacluTab cucTemsi].

2. YpOBEHb 3HAYNMMOCTUN MHGOPMaLMN ONpeaenseTcs CTeNeHbo BO3MOXHOro yulepba ansa obnagatens nHgopmaumm (3akasyduka) u (Mnu) oneparopa ot
HapyleHns KOoHUOEHUManbHOCTU (HempaBOMEpPHbIE AOCTYM, KOMMPOBaHWe, NPedoCTaBeHWe WM pacnpoCTpaHeHWe), LEernoCTHOCTM (HernpaBOMEpPHbIe
YHUUTOXEHNE UM MOANDULMPOBAHNE) NN OOCTYMHOCTU (HENPaBOMEPHOE BIIOKMpPOBaHME) MHGOPMALIUN.

Y3 = [(KoHdMaeHUManbLHOCTb, CTeNeHb yllepba) (LenocTHOCTb, CTeneHb yulepba) (4OCTYNHOCTL, CTENEHD yuepba)],

roe crteneHb BO3MOXHOro yulepba onpegensietcs obnagareneM uHdopmMauum (3aka3vymkom) u (Mnm) onepaTtopomM CaMOCTOSTENBbHO 3KCMEPTHLIM UIK
WHBIMU MEeToAaMu 1 MOXET ObITb:



BbICOKOWN, €CNnv B pe3yrnbTaTe HapyLIEeHUss O4HOro U3 cBOWCTB Ge3onacHoCcTM MHopMaummn (KOHUAEHLNANBHOCTM, LENOCTHOCTU, AOCTYNHOCTA) BO3MOXHbI
CYLLECTBEHHblE HeraTUBHblE MOCMEACTBUS B COUMANbHOW, MNONMUTUYECKOW, MEXOYHapOA4HOMW, 3KOHOMMYECKOW, (PMHAHCOBOM MMM WHbIX obnacTsx
AesATeNnbHOCTU 1 (MNn) MHOpPMaLMOoHHas cuctema u (unum) onepatop (obnagartenb MHpopMaLMK) HE MOTYT BbIMOSMHATL BO3OXEHHbIe Ha HUX by HKUWK;

CpeaHen, ecnn B peaynbTaTe HapyLIeHUsi OAHOro M3 CBOMCTB Ge3onacHOCTM MHgopmMaumum (KOHUAEHLMaNbHOCTH, LLeNOCTHOCTH, AOCTYMHOCTN) BO3MOXHbI
yMepeHHble HeraTUBHbIE NOCINEACTBUS B COLMAnbHOM, NONUTUYECKOW, MEXAYHAPOAHOW, SKOHOMUYECKOW, (OMHAHCOBOW UMM UHBbIX 0BracTaX AesTeNbHOCTU U
(vnn) nHcpopmaumoHHasi cuctema u (Unu) onepatop (obnagartens MHGOPMaLMM) HE MOTYT BbINOMHATL XOTS Bbl O4HY M3 BO3MOXEHHbIX HA HUX (P YHKLWIA;

HWU3KOW, ecnu B peaynbTaTe HapylleHUst O4HOro U3 CBOMCTB 6e3onacHoCcTU MHgopmauun (KoHUAEHLMANbHOCTU, LENOCTHOCTU, AOCTYNHOCTA) BO3MOXHbI
He3HaunTenbHble HeraTUBHble MNOCNEACTBUS B COUMAnbHOW, MOMUTUYECKOW, MeXOyHapOOHOW, SKOHOMMUYECKOW, (PMHAHCOBOM MMM MHbIX oGnactax
AesiTeNbHOCTU 1 (UnK) MHGOPMAaLMOHHas cucTeMa M (Mnu) onepartop (obnagatenb MHGOPMAaLUM) MOTYT BbINOMHATH BO3MOXEHHbIe Ha HUX (DYHKUMK C
HeoCTaTOYHON 3PEKTUBHOCTBIO UM BbINOSTHEHNE (PYHKLNIA BO3MOXXHO TOSbKO C NMPUBEYeHNeM AOMNONHUTENbHbBIX CU U CPeacTB.

NHdopmaums uMeeT BbICOKUIA YpOBEHb 3HadMmocTn (Y3 1), ecnm xots Gbl Ang ogHOro M3 cBOMCTB 6e3onacHoCTM nHdopmaumn (KOHPUOEHUMAaNnbHOCTH,
LLleNOCTHOCTU, AOCTYMHOCTN) onpeaeneHa BbiCokasa creneHb yuepba. MHdopmaumsa nmeet cpegHuii ypoBeHb 3HadmmocTn (Y3 2), ecnu xoTa 6bl Anst O4HOro
13 cBOMCTB 6e30macHOCTM MHopMauun (KOHPUOEHLUMANbHOCTU, LENOCTHOCTM, LOCTYNHOCTM) onpenernieHa CpefHsasi cTeneHb yuwepba u HeT HUM OOHOro
CBOWCTBa, AN KOTOPOro onpeferieHa BbiCOkasa CTeneHb yulepba. MHdopMauua nmeet HMU3KUIM ypoBeHb 3HavmMmoctu (Y3 3), ecnv ansa BCEX CBOWCTB
6esonacHocT nHdopmaunn (KOHPUOEHUNANbHOCTH, LENOCTHOCTU, LOCTYNHOCTW) ONpeaeneHsbl HU3KNe CTenenun yuepba.

Mpn obpaboTke B MHGPOPMAUMOHHOW cucTeMe OBYX M Gonee BMAOB MHGoOpMaumu (cnyxebHas TarHa, HanoroBasd TaWHa W MHble YCTAHOBIIEHHbIE
3akoHogatenscTBoM Poccunckon depepauumn Buabl MHGOPMaLUUKM OrpaHUYEHHOro [O0CTyna) YPOBEHb 3HAYMMOCTU uHGopmaumm (Y3) onpenenarcs
OTOENbHO [ANA Kaxgoro Buaa wHdopmauun. WMTOroBbll ypoOBEHb 3HAYMMOCTM UHGOPMauuM, obpabaTbiBaeMon B WH(OPMALUOHHOM CUCTEME,
YyCTaHaBNMBAETCHA MO HAMBBLICLUMM 3HAYEHUAM CTEMEHW BO3MOXHOMO yuiepba, onpedeneHHbIM Ana KOHMUOEHUManbHOCTU, LEeNOCTHOCTU, OOCTYMHOCTU
MHdopMaLMn Kaxgoro Buaa nHdopmauuu.

3. NHdopmaLumoHHaa cuctema mMmeeT dedepanbHbli Macwtad, ecnnm oHa YHKUMOHMPYET Ha TeppuTtopum Poccuiickon depepauun (B npegenax
dhefepanbHOro okpyra) u UMeeT CermeHTbl B cybbekTax Poccuickon Pegepaumm, MyHMLmMnanbHbIX 06pasoBaHnsAx 1 (Mnmn) opraHn3aumsix.

MHdopmaLmOoHHast cucteMa MMEET pervoHarnbHbIi MacliTad, ecnm oHa (YHKUMOHMPYET Ha Tepputopumn cybbekta Poccuiickon depepauumn u umeet
CErMeHTbl B OAHOM WITM HECKOMBbKMX MYHULMNANbHbIX 00pa3oBaHusX U (Mnn) NnoaBeLOMCTBEHHbIX U UHLIX OpraHn3aumsX.

MHdopmaumoHHas cucteMa MmeeT oObeKkTOBbIM MacliTad, ecnu oHa (pyHKUMOHMPYET Ha obbekTax oAHOro deneparnbHOro opraHa rocyaapCTBEHHOM
BMacTu, opraHa rocygapcTBeHHOM BnacTu cydobekta Poccuiickon ®egepauumn, MyHMumMnansHoro oopasoBaHus U (MnNun) opraHnsaumm U He UMEeT CErMEHTOB
B TeppuUTopmrarbHbIX opraHax, NpeacTaBuTeNbCTBax, dounmanax, NnoaBegoMCTBEHHbIX U MHBIX OpraHM3aumsX.

4. Knacc 3almLLEHHOCT MHAOPMALMOHHOM CUCTEMBI ONPEAENSeTCa B COOTBETCTBMM C TAabNULEN:

YpoBeHb 3HAYMMOCTU MacwTtab nHcgopmaLMoHHON cUCTEMbI



nHcopmaumumn denepanbHbIN PernoHanbHbIN O6BbEeKTOBbLIN

y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3

MpunoxeHune N 2

K TpeboBaHMsIM O 3aLMTE MHpOpMaLUW,

He COCTaBNSALLEN rOCYyAapPCTBEHHYIO TalHy,
cofepkallencs B rocygapCTBEHHbIX

NH(OPMaLMOHHBIX CUCTEMAX

CocTaB Mep 3aWwmTbl MHpopMaummn u nx 6asoBble HaGopbl ANA COOTBETCTBYIOLLEro Krnacca 3almeHHOCTU UHPOPMALMOHHOMU CUCTEMbI

YcnoBHoe Mepbl 3awmTbl MHOpMaLUKU B MUHDOPMaALMOHHbLIX CUCTEMAX Knacchbl
obo3HauyeHue n 3aliULLEHHOCTH
HOMep Mepbl MH(OpPMaLMOHHOM
CUCTEMbI
3 2 1

|. MogeHTndmrkaums n ayteHTudmkaumsa cybbekToB goctyna n oobekToB goctyna (MAD)
NAD.1 MaeHTudpmrkaums n ayteHTUdMKaumnsa nonb3oBaTenen, ABnstoLmMxcs paboTHMKamMmn onepaTopa + + +

NAD.2 NaeHTudpmrkaums n ayteHTUdmKaumsa yCTpOUCTB, B TOM YMCe CTauMOHapHbIX, MOBUITbHBLIX U MOPTaTUBHbIX + +



YcnoBHoe Mepbl 3awmTbl MH(hOpMaLMK B MH(POPMaLIMOHHBLIX CUCTEMAX Knaccbl

obo3HayeHue u 3aWMLEeHHOCTH
HOMep Mepbl MHdopMaLOHHOMN
CUCTEeMbI
3 2 1
NAD.3 YnpasneHue naeHtudgurkatopamu, B TOM YMCrne co3gaHue, NpucBoOeHne, YHUUTOXEHNE NOEHTUUKATOPOB + + +
NA®.4 YnpasneHue cpeactBaMu ayTeHTUdMKaLMKM, B TOM YUCIE XpaHeHMe, Bblgava, UHMUManM3auus, 6nokmposaHme  + + +
CPEeACTB ayTeHTUdMKaUMM W MPUHATME Mep B Ccrydae yTpatel W (Mnm) KOMMpomeTauum CcpeacTs
ayTeHTUdUKaumm
NAD.5 3awmTa obpaTHOM CBA3M Npu BBOAE ayTEHTUUKALMOHHOM MHGOPMaLIMK + + +
NAD.6 MaoeHTudpmkaums n ayteHTUudmkaumsa nonb3oBaTenen, He ABNSAOWKNXCS paboTHMKaMy onepartopa (BHELWHUX — + + +
nonb3oBaTenen)
NAD.7 NaeHTndmrkaumsa n ayteHTudnkaums o6bekToB hannoBor CUCTEMbI, 3anycKaeMblX 1 UCTIOMHAEMbIX Mogynew,

0OBEKTOB CUCTEM YynpaBneHusi 6azamMmn OaHHbIX, O6BHEKTOB, CO3[4aBaeMbIX MPUKMaAHbIM M cneuuanbHbIM
nporpamMmmMHbIM obecrieYeHem, NHbIX OGbEKTOB AoCTyrna

Il. YnpaeneHune goctynom cybbekToB AocTyna k obbektam goctyna (YI[)

yra.1 YnpaBreHue (3aBefeHne, akTMaums, 6rIOKMPOBaHME U YHULTOXEHNE) YYETHLIMM 3anMCsMy MoNb30BaTenen, B + + +
TOM 4KcCne BHELLHUX Nonb3oBaTenemn

ynpg.2 Peanusauuss HeobxoouMMbIX METOAOB (OMCKPELIMOHHBLIN, MaHOATHbIA, PONEBOW WM WHOW MeTon), TWUMOB + + +
(4TeHue, 3anuckb, BLINOSTHEHNE UMM MHOW TWM) U NPaBWU pasrpaHnyeHnst JocTyna

yra.3 YnpasneHue (punbTpaumns, MapLupyTmM3anms, KOHTPOMb COEAUHEHN, OQHOHAMNPaBneHHasa nepegada n nHble  + + +
Crnocobbl yrnpaBneH1s) MHPOPMALMOHHBLIMM NOTOKAMIU MeXay YCTPOMCTBaMU, CErMEHTaM1 MHPOPMAaLIMOHHON
CUCTEMBI, a TaKkKe MeXay MHPOPMALMOHHBIMY CUCTEMaMU



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

yrnn.4

yrng.s

yrg.e

ynn.7

yra.8

yra.o

yra.10

yrng.11

yrnp.12

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

PasgeneHne nonHoMouMi  (ponen) nonb3oBaTenen, agMUHUCTPATOPOB U nud, obecnedmBaroLLmx
dYHKUMOHNPOBaHNE UHOPMALMOHHOW CUCTEMBI

HasHayeHne MUHMManNbHO HeOBXoaUMbIX MpaB W NPUBWUMErUIA Nonb3oBaTeNsaM, agMUHUCTpaTopaM 1 nuuam,
obecrneymBaloLWnM PYHKLMOHUPOBaHME MHPOPMAaLIMOHHOM CUCTEMbI

OrpaHnyeHne HeycrnewHbIX MOMbITOK BXOAa B WH(OPMALMOHHYKD cucTemy (gocTyna K WMH(OpMaLMOHHON
cucTeme)

MpenynpexneHne nosnb3oBatenss nNpu ero BXO4e B WHMOPMALMOHHYIO CUCTEMY O TOM, 4YTO B
NMHPOPMAaLMOHHON cUCTEME peann3oBaHbl Mepbl 3aluTbl MHOPMaLUN, N O HEOBXOANUMOCTU COBMIOAEHNS UM
YCTaHOBJEHHbIX OrlepaTopoM npasun 0bpaboTku MHpopmaumm

OnoBelleHMe Monb3oBaTensi Mocrne ycrnewHoro Bxoaa B MHGOPMALMOHHYI CUCTEMY O €ro npeablayliem
BXOZ€E B MHOPMALIMOHHYIO CUCTEMY

OrpaHnyeHne 4mucna napanfienbHbIX CeaHCOB [[OCTyna AN KakOoW Y4eTHOM 3anvMcy  Morib30BaTers
MHGOPMALMOHHOW CUCTEMbI

BrnoknpoBaHve ceaHca goctyna B MH(OPMAaLMOHHYIO CUCTEMY MOCHE YCTaHOBNEHHOMO BpeMeHn 6e3nencTems
(HeaKkTMBHOCTM) NONb30BATENS UM MO ero 3anpocy

PaspelueHune (3anpeT) oencTBuin Nnonb3oBaTenemn, paspeLlleHHblX 0 naeHTMdurKauum n ayTeHTudmnkaumm

Mopoaepxka n coxpaHeHne aTtpubytoB Ge3onacHoCTU (MeTok 6e30nmacHOCTM), CBA3aHHbIX C MHopMaumnen B
npolecce ee xpaHeHus 1 06paboTku

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1
+ + +
+ + +
+ + +
+

+ + +
+ + +



YcnoBHoe Mepbl 3awmTbl MH(hOpMaLMK B MH(POPMaLIMOHHBLIX CUCTEMAX Knaccbl

obo3Ha4yeHue n 3aLUMLLEHHOCTHU
HoMep Mepbl MHcOpMaLIMOHHOM
cucTembl
3 2 1
yrna.13 Peanusauusa 3alimileHHOro yaaneHHoro gocTtyna cyObekToB AocTyna K oObekTtam AoCTyna Yepes BHeLuHue + + +

I/IH(*)OpMaLI,I/IOH HO-TE€JIEKOMMYHUKaUNOHHbIE CETU

yrna.14 PernameHTaumsi M KOHTPONb WCMNOMb30BaHWs B WMHAOPMALMOHHOW CUCTEME TEXHONornn 6ecnpoBOAHOMO + + +
aoctyna

yrna.15 PernameHTaumsi 1 KOHTPOSb UCMOMb30BaHWs B MHPOPMALIMOHHON CUCTEME MOBUITbHBIX TEXHUYECKUX CPEACTB + + +

Yra.16 YnpaBneHne B3auUMOOENCTBMEM C WHGPOPMAUMOHHBIMW CUCTEMAMW CTOPOHHUX OpraHv3auuin (BHewHue — + + +

NMH(POPMaLNOHHbIE CUCTEMBI)
yrg.a7z ObecneveHne OOBEPEHHON 3arpy3ku CPEACTB BblYNCIIUTENBHON TEXHUKN + +
IIl. OrpannyeHne nporpammHon cpeabl (OrNC)

QorcA1 YnpaBneHne 3anyckom (obpalleHusiMM) KOMMOHEHTOB MPOrpaMMHOrO obecrnevyeHus, B TOM 4ucre +
onpeneneHne 3anyckaeMblX KOMMOHEHTOB, HACTpOWKa MapaMeTpoB 3arycka KOMMOHEHTOB, KOHTPOMb 3a
3anyCcKkoM KOMMOHEHTOB MPOrpaMMHOro obecrneyeHus

oric.2 YnpaBreHne YCTaHOBKOM (MHCTanmnsiuMen) KOMMOHEHTOB MPOrpaMMHOro obecrneveHus, B TOM u4ucre + +
onpeneneHne KOMMOHEHTOB, MOAMEXallMx YCTAHOBKE, HACTpOWKa MnapameTpoB YCTAHOBKM KOMMOHEHTOB,
KOHTPOIb 3a YCTAHOBKOW KOMMOHEHTOB NPOrpaMMHOro obecneveHuns

onc.3 YcTaHoBKa (MHCTansums) TONMbKO paspeLLleHHOro K NCrnofb30BaHMo NporpaMmMHOro obecneveHuns u (unum) ero + + +
KOMMOHEHTOB



YcnoBHoe Mepbl 3awmTbl MH(hOpMaLMK B MH(POPMaLIMOHHBLIX CUCTEMAX Knaccbl

obo3HayeHue n 3alMLLEeHHOCTU
HoMep Mepbl MHcOpMaLIMOHHOM
cUcTembl
3 2 1
ornc.4 YnpaBneHne BpeMeHHbIMU dainiamn, B TOM 4YUChe 3anpeT, paspelleHne, nepeHarnpasreHne 3anucu,

yaaneHue BpeMeHHbIX annos

IV. 3awmTa MawmnHHbIX HocuTenew nHgpopmaumm (3HN)

3HW.1 Y4yeT MalMHHbIX HOCUTENen nHopmauum + + +
3HWN.2 YnpasneHne JOCTYNOM K MallMHHbIM HOCUTESNSIM MHAopMaLmnm + + +
3HW.3 KoHTponb nepemMeLLeHns MaluMHHbIX HocuTenen nHpopmaummn 3a npeaenbsl KOHTPONIMPYEMOW 30HbI

3HN.4 McknioyeHne BO3MOXHOCTM  HECaHKUMOHUMPOBAHHOIO O3HaKOMITEHWS C  cofepXaHuem  UHgopmauuu,

XpaHSALWENCca Ha MalUMHHBIX HOcUTensiX, U (Mnn) WCMorb30oBaHUS HOCUTENeihn WHGPOPMaUUU B UHbIX
NHAOPMAaLMOHHBIX CUCTEMaXx

3HN.5 KoHTpornb u1cnonb3oBaHMs WHTepdencoB BBoa (BbiBOA4a) WHGOPMaUMM Ha MalUUMHHBIE  HOCUTENW + +
nHdopmaumm

3HWN.6 KoHTpornb BBOAa (BbiBOAA) MHbOPpMaLMM HA MALLMHHBIE HOCUTENN MHGOPMaLUA

3HN.7 KoHTponb NOAKMYEHNA MALUMHHBIX HOCUTENen nHdopmMaumm

3HN.8 YHMYTOXEHME (CTUPaHME) MHOPMAaLMM Ha MaLUMHHBbIX HOCUTENAX MpU UX nepedadve mexagy nonb3oparenamu,  + + +

B CTOPOHHME OpraHu3aunn Ans PEMOHTA UNW YTUNN3aLMK, a Takke KOHTPOSb YHUUTOXEHUS (CTUPaHMS)

V. Pernctpaums cobbituii 6esonacHoctn (PCB)



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

PCB.1

PCB.2

PCB.3

PCB.4

PCB.5

PCB.6

PCB.7

PCB.8

AB3.1

AB3.2

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

Onpepnenexne cobbiTnin 6e3onacHoCTK, NoAnexallmx perncTpaLmn, 1 CPoKoOB UX XpaHEHUs
OnpepfeneHne cocTaBa U cogepxaHns MHopmaLuum o cobbiTUsiX 6GesonacHoCTu, noanexalimx permcTpaumm

C6op, 3anncb N XxpaHeHue MHdopMauMn o cobbiTsiX 6e30MacHOCTU B TEYEHUW YCTAHOBIIEHHOTO BPEMEHM
XpaHeHus

PearnpoBaHue Ha cbou npu perncTpaumm cobbiTuin 6e30nacHOCTU, B TOM YMCre annapaTHble U NporpaMmmMHble
owmnbkn, cbon B MexaHuamax cbopa uMHbopMauUM U OOCTVXKEHME Npedena Unu nepenosiHeHns obbema
(emKoCTM) NamATK

MOHUTOPUHT (MPOCMOTP, aHanu13) pe3ynbTaToB perncTpaumm cobbliTuin 6€30NacHOCTM U pearMpoBaHne Ha HUX

eHepypoBaHME BPEMEHHbIX METOK WU (MNM) CUHXPOHM3AUUS CUCTEMHOrO BPEMEHM B WMHPOPMaLMOHHOW
cucteme

3awmTa nHdopmMaumm o cobbiTusix 6e3onacHoCTH

ObecneveHne BO3MOXHOCTM MPOCMOTPA M aHanunsa MHopmMaumm 0 AeNCTBUSIX OTAENbHbLIX NONb3oBaTenen B
MHGOPMAaLMOHHOM cUCTEME

VI. AHTMBUpPYCHas 3awuTa (AB3)
Peanusauusa aHTMBMPYCHOWM 3aLmnThbI

O6HoBReHMe 6asbl AaHHbIX MPY3HAKOB BPEAOHOCHbIX KOMMbIOTEPHbLIX MPOorpamMm (BUPYCOB)

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI
3 2 1
+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
+ + +
+ + +



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

COB.1

COB.2

AH3.1

AH3.2

AH3.3

AH3.4

AH3.5

OL|1.1

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

VIl. O6HapyxeHune sTopxxeHuin (COB)
OGHapyxeHne BTOPXEHUI
O6HoBneHne 6asbl peLlatoLLmx NpaBun
VIII. KoHTponb (aHanu3) sawwmieHHocTn nHcpopmaumm (AH3)

BbisiBneHve, aHanuM3 ya3BUMMOCTEW WHAPOPMALMOHHOW CUCTEMbI W OMepaTMBHOE YCTpaHeHWe BHOBb
BbISIBSIEHHbIX YSA3BMMOCTEN

KoHTporb ycTaHOBKM OGHOBMEHWI NporpammHoro obecneyeHusi, Bknoyass OBHOBNEHME NPOrpaMMHOro
obecreyeHns cpeacTs 3alLnTbl MHopMaLmm

KoHTpornb paboTocnocoGHOCTM, NapamMeTPOB HACTPONKM U NMPaBUNbHOCT (PYHKLMOHMPOBaHMS NPOrpamMMHOro
obecreyeHns 1 CPeACTB 3aLmTbl MHGOPMaLK

KoHTporb cocTaBa TEXHUYECKUX CpeacTB, MPOorpaMMHOro obecrneveHnst U CPeAcTB 3almTbl MHdopmaLum

KoHTponb npaBun reHepaumm 1 CMeHbl Naporien nosib3oBaTtenien, 3aBefeHns U yaaneHusa y4eTHbIX 3anucen
nonb3oBaTenen, peanu3auMu MpaBuI  pasrpaHUYeHns OOCTYrnoM, MOMIHOMOYMI Mnonb3oBaTtenenn B
MHOPMAaLMOHHON cucTeMe

IX. ObecneveHne LenoCTHOCTM MHPOPMALIMOHHONM cucTeMbl U nHdopmaumm (OLUT)

KoHTponb LenocTHOCTM nporpaMMHOro obecrneyenus, BKoYas nporpammHoe obecrneyeHre cpeacTs 3almThbl

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1
+ +

+ +

+ + +
+ + +
+ + +
+ + +
+ + +
+ +



YcnoBHoe Mepbl 3awmTbl MH(hOpMaLMK B MH(POPMaLIMOHHBLIX CUCTEMAX Knaccbl

obo3HayeHue u 3aWMLEeHHOCTH
HOMep Mepbl MHdopMaLOHHOMN
CUCTEMbI
3 2 1
UHdopmaLmm
oun.2 KoHTporb LienocTHOCTU MHbopmaumn, cogepxallencs B 6asax AaHHbIX MHEOPMAaLMOHHOM CUCTEMBI
ousn.3 ObGecnevyeHne BO3MOXHOCTM BOCCTAHOBIEHUSA MpPOrpaMMHOro obecneveHns, BKYasd MporpaMMHoe  + + +

obecneyeHne cpencTs 3alnTbl MHCbOpMaLl,I/II/I, npv BOSHUKHOBEHNWN HELUTATHbIX cmyau,wh

oun.4 OOHapyxeHve ” pearnpoBaHWe Ha MOCTyMfeHMe B WHEMOPMALMOHHYKD CUCTEMY HesanpallnBaeMblxX + +
3MNEKTPOHHBIX COOBLLEHNI (NMCceM, LOKYMEHTOB) U MHON MHAPOPMaLMK, HE OTHOCALLMXCS K PYHKLMOHUPOBaHMIO
WH(POPMaLMOHHON CMCTEMBI (3aLLMTa OT crnama)

oun.s KoHTponb copepxaHus uHGOpmaumu, nepefaBaemMori U3 UHGPOPMaLMOHHONW CUCTEMBbI (KOHTEMHEPHbIN,
OCHOBa@HHbI Ha CBOWCTBax OObekTa AOCTYMa, M KOHTEHTHbIA, OCHOBaHHbIA Ha MOWCKE 3arpeLleHHOn K
nepegade wHoOpMauUM C  WCMOMb30BAHWEM CUTHATyp, MacOK W MWHbIX METOOOB), W WCKMIYEHUE
HenpaBoMEpPHOW nepega4vm MHopmMaumm n3 MHHEOPMaLNOHHON CUCTEMBI

oun.e OrpaHnyeHne npas nons3oBaTene No BBoAY MHpopMaumMm B MUHPOPMALIMOHHYIO CUCTEMY +
oun.z KOHTpONb TOYHOCTU, NOSTHOTbLI M MPaBUNbHOCTW AaHHbIX, BBOOUMbIX B MIHOPMAaLMOHHYIO CUCTEMY
ouJ.s KoHTponb oOWMBOYHbIX OEeCTBUMA Monb3oBaTenen Mo BBogy W (unn) nepejade wHpopMaumm wu

npegynpexaeHve nonb3oBaTtenen 06 OLWNBOYHbIX AENCTBUAX
X. ObecneyeHne goctynHoctn nHcpopmauum (OAT)

oaTA Mcnonb3oBaHne 0TKa30yCTOMYMBbBIX TEXHUYECKUX CPEACTB +



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

OoAaT.2

oAaT.3

OAaT.4

oAaT.5

OAT.6

oAarT.7

3CB.1

3CB.2

3CB.3

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

Pe3epBupoBaHME TEXHUYECKUX CPEACTB, NPOrpamMMHOro obecneyeHusi, KaHanoB nepefadv MHdopMaumu,
cpeacTts obecneyeHns OyHKLMOHMPOBaHNSI MHGOPMAaLMOHHOW CUCTEMbI

KOHTpOJ'Ib ©e30TKasHoro d.)yHKLI,VIOHMpOBaHI/IFI TEXHUYECKNX CpencTB, 06Hapy>|<eH|/1e M nokanmsaunsa OTKa3oB
(byHKLI,I/IOHI/IpOBaHI/IFI, NPpUHATUE MEeP NO BOCCTAHOBJIEHUIO OTKa3aBLUMNX CPeOCTB N NX TECTUPOBaAHNE

Mepuroanyeckoe pesepBHOE KonMpoBaHMe NHOPMaLMN Ha pe3epBHbIe MaLLVMHHbIE HOCUTENN MHAOPMaLMK

OGecrneyeHne BO3MOXHOCTW BOCCTAHOBIEHMSI MHOPMALMM C PE3EPBHbLIX MaLUMHHbLIX  HOCUTENEen
NHgopMaLUn (pe3epBHbIX KOMWIA) B TEYEHUWN YCTAHOBMEHHOrO BPEMEHHOIo MHTepBarna

KnacTtepusauusa nHdopmaumoHHOM CUCTEMBI U (M) €€ CETMEHTOB

KOHTpOnb COCTOSIHMS U KayecTBa NPEAOCTaBEHUS! YNONTHOMOYEHHbLIM JIMLOM BbIYMCIMTESNBHBIX PECYpPCoB
(MoLLHOCTEW), B TOM YMche Mo nepegade nHdopmaumm

XI. BawwTa cpegbl BupTyanusaumm (3CB)

NaoeHTudpmkaums un  ayTeHTMdUKauMs CyObekToB AocTyna M OObekToB [AOCTyna B BUPTYanbHOM
MHPPacTPYKType, B TOM YMCIie adMUHUCTPATOPOB YNpaBreHus cpeacTBamMm BUpTyanm3saumm

YnpaBneHne [OCTynoM CyGbekToB AOoCTyrna k o6bekTam [ocTyna B BUPTyasnibHOW MH(PaCTPYKType, B TOM
yucne BHyTPY BUPTyanbHbIX MaLlVH

Pernctpauus cobbituii 6e30nacHOCTM B BUPTyarnbHON MHApacTpyKType

Knacchbl

3alMLLEeHHOCTHN
MHcOpMaLIMOHHOM
CUCTEMbI
3 2 1
+
+ +
+ +
+ +
+ +
+ + +
+ + +
+ + +



YcnoBHoe Mepbl 3awmTbl MH(hOpMaLMK B MH(POPMaLIMOHHBLIX CUCTEMAX Knaccbl

o603HavyeHue un 3alMLLEeHHOCTHN
HOMep Mepbl MHdopMaLOHHOMN
CUCTEeMbI
3 2 1
3CB.4 YnpaeneHne (unbTpaums, MapLlpyTM3aumus, KOHTPOMNb COEAUHEHMS, OLHOHanpaBreHHas nepegaya) + +

noTokamu uHGOpPMaUMn Mexay KOMMOHEeHTaMu BUPTyanbHOM WHGPACTPYKTYpbl, a Takke No nepumeTpy
BUPTYanbHOW NHPaCTPYKTYpbl

3CB.5 [loBepeHHas 3arpy3ka CepBepoB BUpTyanu3auuu, BUpTyanbHOW MaluMHbl (KOHTeHepa), CcepBepoB
ynpaeneHus BUpTyanuaaumnen

3CB.6 YnpasneHue nepemMeLLeHnemM BUPTyanbHbIX MaLUUH (KOHTENHEPOB) U obpabaTbiBaeMbIX Ha HAX AaHHbIX + +
3CB.7 KoHTpOnb LeNoCTHOCTM BUPTYasibHOW MHPPACTPYKTYpbl U ee KOHdUrypaumi + +
3CB.8 PesepBHOoe KkonupoBaHMe [OaHHbIX, pPe3epBMPOBaHME TEXHUYECKUX CPeAcTB, MporpaMmMHoro obecneyeHus + +

BUPTYanbHOM MHPACTPYKTYpPbl, @ TakKe KaHanoB CBA3W BHYTPW BUPTYanbHOM MHAPACTPYKTYPbI
3CB.9 Peanusauus n ynpasneHne aHTMBUPYCHOM 3aLUMTON B BUPTYarbHON UHpaCTPYKType + + +

3CB.10 PasbuneHne BnpTyanbHOM MHPPACTPYKTYpbl HA CErMEHTbLI (CErMEHTUPOBAHNE BUPTYarbHOW UHPacTpykTypbl)  + + +
ans o6paboTkM MHopMaLMK OTAENBbHBIM MONb30BaTenemM 1 (Mnn) rpynnoi nonb3oBaTenen

XIl. 3awmTta TexHnyecknx cpencts (3TC)
3TC.1 3awumTa nHgopmaumm, obpabaTbiBaeMOn TEXHUYECKMMU CPEACTBAMM, OT €€ YTEUKN MO TEXHNYECKUM KaHanam

3TC.2 OpraHvsaumsi KOHTPONMPYeMOM 30Hbl, B Mpedenax KOTOpOM MOCTOSAHHO pasMeLLalTCca CTauMOHapHble + + +
TEeXHMYeckne cpeacTBa, obpabaTbiBarolime WHGOPMauuo, U cpeacTsa 3awmtbl MHOpPMaUuMM, a Takke
cpencTtea obecneyeHnss PYHKLNOHMPOBAHMUS



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

3TC.3

3TC.4

3TC.5

31C.1

3NnC.2

3nC.3

3NnC.4

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

KoHTporb ¥ ynpaBneHne uU3nM4eckum [OCTYNOM K TEXHUYECKUM CpeacTBaM, cpeacTBaM  3aluThbl
nHdopmauun, cpeacteam obecrneveHusi (PYHKUMOHMPOBaHMS, a Takke B MOMELLEHUS U COOPYXKEHUs, B
KOTOPbIX OHW YCTaHOBMEHbI, WCKMOYaLWMe HeCaHKUMOHUPOBAHHbIA (U3NMYEeCcKUin JOCTyn K cpeacTBam
06paboTkn MHpopmaumm, cpeacTeam 3almTbl MHGOPMaLUUN U cpeacTBam obecneyeHnss yHKLUMOHUPOBaHNS
NH(OPMALMOHHON CUCTEMbI U MOMELLEHNSI 1 COOPYXKEHUSI, B KOTOPbLIX OHN YCTAHOBIIEHbI

PasmelleHne ycTponcTB BbiBOAa (OTOOpaeHus) MHOpMaLmMuK, UCKMYatLlee ee HeCaHKUMOHUPOBAHHbLIN
npocmMoTp

3awmTa OT BHELUHMX BO3OENCTBUI (BO3OENCTBUN OKpYXKatoLen cpeabl, HECTabUITbHOCTU 3NeKTPOCHabXeHNS,
KOHOMLMOHNPOBAHMS N NHBbIX BHELLHUX DAKTOPOB)

Xlll. 3awwmTa nHPOPMaLNMOHHON CUCTEMbI, €€ CPEACTB, CUCTEM CBSA3M U nepefadv AaHHbix (3UC)

PasgeneHne B MHQOPMAUMOHHOW  cuCTEMe  (OYHKUMIA N0 ynpaBreHnto  (agMUHUCTPUPOBAHUIO)
NHPOPMaLMOHHON CUCTEMON, YNPAaBIEHNIO (aMUHUCTPUPOBAHMIO) CUCTEMON 3aLLMTbl MHAOPMaLMK, COYHKLMIA
no obpaboTke MHGOPMaLMN N NHBIX PYHKLUIA MHOPMALMOHHOW CUCTEMBI

MpenoTBpalleHne 3a0epXKKN UM NpepbiBaHMs BbIMOSTHEHUS! NMPOLIECCOB C BbICOKMM NMPUOPUTETOM CO CTOPOHbI
MPOLIECCOB C HU3KUM NMPUOPUTETOM

ObecneveHne 3awmTbl MHGAOPMALMM OT PacKpbiTUS, MOAMMUKALMM U HaBsA3bIBaHUSA (BBOAA JTOXHOM
MHdopmaummn) Npu ee nepegade (MOAroTOBKE K nepegade) no kaHanam CBA3W, MMEIOLLMM BbIXOA 3a npegesnbl
KOHTPONMPYEMOW 30HbI, B TOM Yncrie 6ecnpoBogHbIM KaHanam CBs3u

ObecnedeHne OOBepeHHbIX KaHana, mMapLipyta mexgy agMUHUCTPaTopoM, Monb3oBaTeneM U CpefacTBamMu
3awmTbl nHpopmaumn (yHKunamMm 6e3onacHoOCTM CPEeACTB 3aLMThbl MHpopMaLuun)

Knacchbl

3alMLLEeHHOCTHN
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1

+ + +

+ + +

+

+ +

+ + +



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

3nC.5

31C.6

3nC.7

31C.8

3nC.9

3nC.10

3NC.11

3nCcC.12

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

3anpeT HeCaHKUMOHMPOBAHHOW YyOANeHHON akTMBauuu Buaeokamep, MUKPOMOHOB U UHbIX NepudepuiiHbIX
YCTPOWCTB, KOTOpbIE MOFYT akTMBUMPOBATLCS yAaneHHo, 1 OMOBELLEeHWe Mornb3oBaTtenen 06 akTMBauum Takux
YCTPONCTB

MNMepepadya M KOHTPOMb LENOCTHOCTM aTtpubytoB 6esonacHOCTM (MeTOK 6e30nacHOCTH), CBHA3aHHbIX C
nHcopmauuen, npu obmeHe nHpopmMaumen ¢ MHbIMU MHPOPMALIMOHHLIMU CUCTEMAMMU

KOHTpOJ‘Ib CaHKUMOHMPOBAHHOIO W WUCKNw4eHne HeCaHKUMOHUPOBAHHOIO WCMNOJ1Ib30BaAHUA TEXHOMNOrnm
M06I/IJ'IbHOFO Koga, B TOM 4ucrie perncrpauuma CO6bITI/IIZ, CBSA3aHHbIX C WCMNOMNb30BaHWEM TEXHONOormm
M06I/IJ'IbHOFO Koga, X aHanm3 n pearnpoBaHune Ha HapyLueva, CBA3aHHbIE C UCMOJSIb30BaHUEM TEXHOMOrmm
MOBUNbHOro Koda

KOHTpOrnb CaHKUMOHMPOBAHHOIO W UCKMOYEHME HEeCaHKLMOHMPOBAHHOIO WCMOMb30BaHUSA  TEXHOMOMMi
nepegayn peuyun, B TOM YMCne pernctpaumnst cobblTUi, CBA3aHHbIX C UCMONMb30BaHNEM TEXHOMOMUIA nepeaayn
peyu, UX aHanu3 u pearMpoBaHMe Ha HapyLLEHUS, CBA3aHHbIE C UCMONIb30BaHMEM TEXHOMNOMIA Nepeaayn peyn

KOHTpOnb CaHKUMOHUPOBAHHOW M UCKIMOYEHNE HECAHKLMOHMPOBAHHOW nepedadn BuaeonHdopmMmauumn, B TOM
yucre perncrpaums cobbiTui, CBA3aHHbIX C Nepefadven BuaeovHOpMaumm, UX aHanua U pearMpoBaHue Ha
HapyLLeHu1s1, CBA3aHHbIE C nepegayen BugeonHpopmaumnm

MoaTteepkaeHe NPOUCXOXKAEHUS UCTOYHUKA MHGOpMaLIMK, NOMy4aeMoi B NPOLEcce OnpeaereHusl CeTeBbIX
apecoB Mo CeTEBLIM VMEHaM U1 ONpeaerneHns CETEBLIX MMEH MO CeTEBbIM agpecam

ObecneveHne NoaSIMHHOCTU CETEBbLIX COEANHEHUN (CEaHCOB B3aMMOLENCTBUSA), B TOM YNUCIe ONs 3aLUTbl OT
NoAMEHbI CETEBbLIX YCTPOWCTB 1 CEPBMNCOB

WcknioyeHne BO3MOXHOCTM — OTpUUaHMs nonb3oBaTenem akta OTNpaBkM  MHGOPMauuMn  Opyromy

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1
+ + +
+ +

+ +

+ +

+ +

+ +



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

31C.13

31C.14

31C.15

31C.16

3nC.17

3nC.18

3nC.19

31C.20

3NC.21

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

nonb3oBaTesto

VcknovyeHne BO3MOXHOCTU OoTpuuaHuna nonb3oBaTeriemM C*)aKTa nony4yeHus I/IH(*)OpMaLWWl OoT Apyroro
nonb3oBaTend

Wcnonb3oBaHWe yCTPONCTB TEPMUHANbHOro 4ocTyna Ans o6paboTkv nHgpopmaumnm

3awmTa apxuBHbIX (annoB, NapamMeTpPoB HACTPOMKM CPEACTB 3aliMTbl MHGOPMaUUM M NPOrpamMmMHOro
obecneyeHnst N UHbIX AaHHbIX, HE NoANexalnx M3MeHEHUIO B NpoLiecce 06paboTkM MHopMaLmm

BbisiBneHne, aHanua u OGnokMpoBaHWe B WH(OPMAaLMOHHOW CUCTEME CKPbITbIX KaHanoB nepeaayu
nHgopmauun B 06Xod peannsoBaHHbIX Mep 3alMTbl UHGOPMALUUU WM BHYTPU pPas3peLLeHHbIX CeTeBbIX
NMPOTOKOSOB

PasbueHne MHGPOPMaLMOHHON CUCTEMbI Ha CErMeHTbl (CEerMeHTUpoBaHWEe MHAOPMALMOHHOW CUCTEMbI) U
obecneyeHne 3almTbl NTEPUMETPOB CETMEHTOB MHGOPMALMOHHON CUCTEMBI

ObGecneyeHne 3arpysku U UCMOMHEHUS MPOrPaMMHOr0 06ecneyYeHnsl ¢ MalLMHHbIX HOCUTENen MHGopMaunK,
[AOCTYMHbIX TOMbKO A1 YTEHMS, U KOHTPOSb LEMOCTHOCTU AaHHOMO NporpaMMHOro obecrneyeHuns

M3onauus npoueccoB (BbINOMHEHWE NPOrpaMm) B BblAENEHHON obnacTy namsTm
3awmTa 6ecnpoBOAHbLIX COEONHEHWI, MPUMEHSIEMbIX B MUH(OPMAaLMOHHON cucTeMe

KMckniodeHne gocTtyna nonb3oBaTens K MHgopmaumn, BO3HMKLIEW B pesynbTate OEWCTBUM npenblayLiero
nosb3oBaTenNs Yepes PeecTpbl, onepaTuBHY0 NaMsTb, BHELUHWE 3arnoMUHaloLWmMe YCTPOMNCTBA U UHble obLwme

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1

+ +

+ +

+ +

+ + +



YcnoBHoOe
obo3HayeHue n
HOMep Mepbl

31C.22

31C.23

31C.24

31C.25

3NC.26

3ncC.27

3nC.28

Mepbl 3alWUTbI VIHCpOpMaLIVIVI B VIHCbOpMaLIVIOHHI:IX cucrtemMax

0n4a nonb3oBartenen pecypchbl VIH(*)OpMaLI.I/IOHHOIZ CUCTEMDI

3awmTta MHpOPMaLMOHHOM CUCTEMbI OT Yrpo3 GesonacHoCcTM MHOpMaLMK, HanpaBreHHbIX Ha OTkas B
o6cnyxmBaHMM MHAPOPMAaLMOHHOW CUCTEMbI

3awmta nepumetpa (pusmyeckux U (MNKU) NOMMYECKUX TFpaHuL) MH(OPMAaLMOHHOM CUCTEMbI MpU ee
B3aMMOAENCTBUM C MHBIMW WHGOPMALMOHHLIMKA cUCTEMaAMU U UHGOPMALMOHHO-TENEKOMMYHMKALMOHHbLIMI
ceTamu

I'Iperau.l,eHme CETEBbIX COEOMHEHUA MO WX 3aBepweHnn unm no wuctevyeHmnm 3agaHHOro ornepartopom
BpeMEHHOro nHTepBalia HeakTMBHOCTU CETEBOIo coegnHeHus

Wcnonb3oBaHne B WH(POPMAaUMOHHOW CUCTEME WM €e CEerMeHTax pasfiMyHbIX TUMOB OOLLECUCTEMHOrO,
NPUKIagHoro 1 crneynansHoro NporpaMMHoOro obecnedeHuns (Co3gaHne reTeporeHHon cpeabl)

Mcnonb3oBaHne npuKNagHOro M crneuuanbHOro nporpaMMHOro OGEecrneyeHusl, MMELWMX BO3MOXHOCTb
(pYHKLUMOHNPOBAHUS B cpedax pasfnyHbIX OnepaumoHHbIX CUCTEM

CoszgaHune (amynaumus) NOXHbIX MHAOPMALMOHHBIX CUCTEM WUITM UX KOMMOHEHTOB, MpefHas3HadeHHbIX A1is
oOHapyXeHus, permctpaumMm W aHanmsa [[eNCcTBMIA HapylmTenen B Mpouecce peanusauun  yrpos
6esonacHocTn MHdopMauun

BocnpounsBegeHne NoxHbIX U (MAN) CKPbITUE UCTUHHBIX OTAENbHbIX MHAOPMALMOHHBLIX TEXHOMOrMN U (Mnn)
CTPYKTYPHO-(PYHKUMOHANbHbLIX ~ XapakTePUCTUK  MH(OPMALMOHHOMW  CUCTEMbl WM €e  CEerMeHTOB,
obecrneymBarolLiee HaBSA3bIBAHME HaPYLUMTENIO TOXHOrO MPEeACTaBrneHnss 06 UCTUHHBIX WHM(OPMALMOHHbIX
TEXHOMOrMSX 1 (Mn) CTPYKTYPHO-PYHKLMOHANbHbIX XapakTepMUCTUKax MHPOPMaLMOHHON CUCTEMBI

Knaccbl
3alULLEeHHOCTU
MHcOpMaLIMOHHOM
CUCTEMbI

3 2 1

+ +

+ +

+ +



Knacchbl

YcnoBHoe Mepb! 3awwmTbl MHOpMaLMn B UH(POPMaLIMOHHbLIX CUCTEMAX
obo3HayeHue u 3aWMLEeHHOCTH
HoMep Mephbl nHcopmaLnoHHOM
cCUcTeMbI
3 2 1
31nC.29 MepeBoa WMHMOPMALMOHHOW CUCTEMbI WM €e YCTPOWUCTB (KOMMOHEHTOB) B 3apaHee ornpeferieHHyto
KOHpUrypaumio, obecnevmBaloLLyo 3awmTy MHOpMauUuK, B Criydae BO3HMKHOBEHUM OTKa3oB (cboeB) B
cuUcTeEME 3aLmTbl MHOpMaLM MHAPOPMALIMOHHOW CUCTEMBI
3N1C.30 3awmTa MoBUIbHbLIX TEXHUYECKMX CPEACTB, MPUMEHSEMbIX B MHPOPMALIMOHHOW cucTeme + + +

«+» - Mepa 3aLWuTbl MHopMaLmmn BKnodeHa B 6a30BbI HABOP Mep AN COOTBETCTBYHOLLENO Knacca 3alULeHHOCTU MH(OPMAaLIMOHHOW CUCTEMBI.

Mepbl 3aWmThl MHDOPMaLMK, He 0603HAYeHHble 3HAKOM «+», MPUMEHSATCA Npu adantauum GasoBoro Habopa Mep M YTOYHEHUW aganTUPOBaHHOTO
6asoBoro Habopa Mep, a TakkKe Npu paspaboTke KOMMEHCUPYOLMX Mep 3almnTbl MHGOPMaLUMU B MHGOPMALMOHHON CUCTEME COOTBETCTBYIOLLIErO Kracca

3aLLULLEHHOCTMW.
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